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CSC/ECE574 Computer and Network Security 

Exam #2 
Wednesday, March 19, 2008 

 
 

Your  Nam e:  _________________________________________ 
 
Sig n at u r e :  ____________________________________________ 
 
 
I nst ruct ions 

¥ The exam period is 75 m inutes long 
¥ Write answers in the space provided 
¥ The exam is open book, open notes 
¥ Calculators are allowed;  no other elect ronic devices allowed 
¥ Answer all quest ions for full credit ;  total points are 100 

 
 
 
Hash in g  an d  Messag e Dig est s 

1. (5) If a good-quality hash of a message produces a 400-bit output, how many 
messages would you need to try at random to have at least a 50% chance of 
generating the same hash output (i.e., a collision)? 

 

 

 

2. (6) For MD-5 or SHA-1, how much padding is required for the following 
messages, and what is the padding (in decimal and/or binary is fine), if the 
length of the message M is: 

a. 300 bits 

 

b. 960 bits 

 

3. (8) Given a 512-bit message with contents (in hex) of 

00000000 FFFFFFFF 11111111 EEEEEEEE 22222222 DDDDDDDD 
33333333  CCCCCCCC 44444444 BBBBBBBB 55555555 AAAAAAAA 
66666666 99999999 77777777 88888888 

(ignore padding of message contents for this problem) 
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What is the output of the first step of the first pass of MD5?  (you can just 
write the equations with the appropriate values; make clear both what the 
values are and what the operators in your expression represent). 

 

 

 

 
Nu m b er  Th eor y  

 

4. (6) For n = 14, what are Zn, Zn*, and phi(n)? 

 

 

5. (9) What identities or theorems would allow you to solve the following 
problems more easily? Show the simplification and the result. 

a. 617 mod 15 

 

b. 94 mod 10 

 

c. 76 mod 7 

 

 

6. (6) Show the powers of 3 mod 7.  What is the order of 3 mod 7? 

 

 

 

 

7. (8) Show how you would compute 410 mod 9 using repeated squaring.  (Note: 
decimal 10 is 1010  in binary) If the actual arithmetic would take too long, just 
show the arithmetic you would perform to get the result, with the appropriate 
values shown. 
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8. (10) Answer one of the following (no extra credit for answering both): 

a. You wish to use Miller-Rabin to test the primality of n=449. 

i. What are the values of b and c? 

ii. Suppose the first random value you try is a = 98.  What is x?   

iii. What result does Miller-Rabin return for this random value? 

or 

b. Find a number x such that x mod 9 = 3 and x mod 13 = 2, using the 
Chinese Remainder Theorem.  If solving the equations takes too long, just 
show the equations, with the appropriate values, that should be used. 

 

 

 

 

 

 

 
Pu b l ic Key  Cr y p t o  

9. (10) Suppose parties Alice and Bob each have a public/private key pair. 

For Alice, n = 5*7, e = 3, and d = 12. 

For Bob, n = 7*11, e = 3, and d = 26. 

Note: these values are wrong, but they should answer the question with the 
values given, even thought it produces the wrong resultsÉ . 

a. If a message M=16 is to be encrypted by Alice for Bob to read, show 
how the message is encrypted, and show how Bob decrypts the 
message. 

 

 

b. If a message with H(M)=25 is to be signed by Bob and verified by Alice, 
show how the message hash is signed, and how Alice verifies the 
signature. 

 

 

 

10. (8) For a Diffie-Hellman key exchange, p = 7 and g = 3.  If Alice sends to Bob 
the value 6 and Bob sends to Alice the value 5, what is Alice's private key 
S_A, what is Bob's private key S_B, and what is the shared secret key on 
which they agree? 
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11. (8) Answer one of the following two questions (no extra credit for answering 
both) 

a. DSA, the signer computes 

 s = k-1 * (H(m) + x*r) mod q 

By what reasoning is it safe to assert that 

 k = H(m)*s-1 + x*r*s-1 mod q 

and therefore 

 k = H(m)*w + x*r*w mod q  ? 

or  

b. For the Fiat-Shamir, why is it necessary to have a challenge that 
requires Alice to show s*ri mod n for r's in subset 1, and ri mod n for r's 
in subset 2? That is, why isn't it sufficient for Alice to send just the 
values in subset 1, or just the values in subset 2, to prove her identity? 

 

 

 

 

 

 

 
Mod es o f  Op er at ion  ( Ch ain in g )  

12. (10) Following is another mode of operation for message encryption, where 
the block H is a good quality hash function: 
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a. How does this mode perform with respect to each of the 4 chaining 
mode properties we discussed in class? 

 

 

 

 

 

 

 

b. How would decrypt the ciphertext produced by this mode (in words, or 
with a diagram, as you prefer)? 

 

13. (6) Following is a chaining mode for Triple-DES: 

 
How does this mode perform with respect to each of the 4 chaining mode 
properties we discussed in class? 
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14. (5) Extra Credit 
Given the following techniques 

¥ HMAC 
¥ Residue (using secret key crypto) 
¥ RSA 
¥ DSS/DSA 
¥ Diffie-Hellman 
¥ ZKP 

For each of the following applications, identify which technique(s) above 
would be appropriate / effective to use.  You do not need to justify your 
answer unless it is non-obvious. 

a. file authentication 

b. user authentication 

c. commitment protocols  

d. message encryption / decryption 

e. non-repudiatable digital signatures 

 

 

!   end of exam  "  

 


