ABSTRACT

MURTHY, PRASHANT. GTKgREP - Design and Implementation of a G nutella-based

Reputation Management System. (Under the direction of Dr. Douglas Reeves).

Peer to peer (P2P) networks have introduced a new paradigm ircontent distribu-
tion. Such systems have shifted the paradigm from a client-s&er model into a client-client
model. The tremendous success of such systems has proven thurely distributed search
systems are feasible and that they may change the way we intact on the Internet. Most
P2P protocols have been designed with minimum or no emphasien security { Gnutella
being one such open protocol standard. In this work, we focusn providing security over
Gnutella by establishing trust between the entities (peerg in a P2P network using reputa-
tions and by ensuring integrity, authentication and non-repudiation of messages exchanged.
Reputation systems collect, distribute and aggregate fedolack about past behavior of the
participants. Such systems help in establishing trust amogst strangers, detecting misbe-
having nodes and isolating them. In this work, we analyze som existing reputation-based
protocols in P2P networks. Among these protocols, we choostvo approaches that are
more specic and relevant to P2P networks. We compare thesewo protocols, namely,
P2PRep and RCert in terms of security and performance. While P2PRep uses a biad-
cast polling mechanism and client-side storage to manage repations, RCert uses unicast
messages and server-side (local) storage of reputation cartt. Based on an analysis of the
two approaches, we choose to enhandeCert. We identify the shortcomings and vulnera-
bilities of this protocol and propose an extension to RCert. We then provide the details of
the design and implementation of our enhanced protocol {GTKgREP on Gtk-Gnutella, a
unix-based Gnutella servent. We provide an assessment of theverheads associated with
this protocol.
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Chapter 1

Introduction

Peer-to-peer networks (P2P) have become a very popular mediurof content dis-
tribution in the past few years. In such networks, computer resources and services are
exchanged directly between systems. Beginning with the poplar Napster [9] phenomenon
in the late 1990s, the popularity of P2P has dramatically inaeased the volume of data
transferred between Internet users. Recent studies conctied that the le sharing activity
on P2P networks accounts for up to 60% of the Internet tra c on any given service provider
network [26].

P2P Networks provide an alternate mechanism to client/sener paradigms for shar-
ing resources. Existing P2P systems ([4], [2], [8], [9]) ha/been driving a major paradigm
shift in the era of distributed computing. Many factors have fostered the recent explosive
growth of such networks: low cost attributed to the fact that P2P networks may not require
any high-performance centralized servers, high availabity of large numbers of computing
and storage resources and increased network connectivity.

Many characteristics of P2P networks have made it popular fo resource sharing

applications[38]:

Ability to operate in a dynamic environment: P2P applications operate in dynamic
environments where hosts may join or leave the network fregently. The network
must achieve exibility in order to keep operating transpar ently despite a constantly

changing set of resources.



Performance and Scalability. P2P paradigm shows its full potential only on large-
scale deployments where the limits of the traditional clieri/server paradigm become
obvious. Moreover, scalability is important as P2P applicgions exhibit the network
e ect [28]: the value of a network to an individual user increases ith the total number
of users participating in the network. Ideally, when increasing the number of nodes,
aggregate storage space and le availability should grow hearly, response time should
remain constant, while search throughput should remain hidn or grow.

Availability of resources: The same resource may be available at many di erent nodes

simultaneously, thus providing high availability of these resources.

No single point of failure: Since P2P networks do not depend on any centralized

infrastructure, there cannot be a common point of failure.

The nodes in P2P networks are termed as servents (or peers)msie they act both as
a client and as a server to the network. Content retrieval in P2P networks usually involves
a content searchphase and acontent download phase. First, the initiator searches for the
desired content in the network. Then, after having discoveed a servent sharing the above
content, it establishes a direct connection and transfers lhe resource from the provider.

Peer-to-peer networks can be broadly classi ed into two categries: 1. Centralized
networks such as Napster, 2. Decentralized networks such aGnutella. In the former
approach, content search is facilitated by a central serverthat maintains le indexes to
resources shared on the network. In the decentralized appezh, the entities directly discover
each other by exchanging broadcast messages or by other megtisms without involving any
central server. More recently, a third class of networks tha adopt both approaches have
become prevalent. Networks such a¥azaa [6] distinguish their peers into leaf nodes and
supernodes based on the computation power and bandwidth limations of the servent. Leaf
nodes (low computation power, low bandwidth) are usually cainected only to supernodes
and are not involved in routing P2P tra c. Supernodes are servents that are endowed with
additional responsibilities such as routing, handling regiests, etc.

The design objectives of decentralization and availabiliy make P2P applications
very appealing for deployment in large scale networks. Howeer, the open nature of these
networks makes them vulnerable and highly susceptible to smurity attacks. Some of the
signi cant security issues have been summarized below:



Secure Routing Since P2P networks form a virtual network of peers at the apftica-
tion layer, a P2P message (or packet) sent by the source node ay need to traverse
many peers before reaching the destination. This implies tht intermediate peers are
involved in routing packets to the destination peer. Hence there needs to be a mech-
anism to maintain the authenticity, con dentiality and int egrity of messages. There
has been some work on avoiding attacks that prevent correct mssage delivery in P2P
networks [14].

Peer Authentication: Since there is no central authority to validate the credentals
of the peers in the network, authentication is a non-trivial issue. Further, the nodes
involved in exchanging resources may never have interactedith each other, thus
making it di cult for them to authenticate each other. This ¢ ould lead to lack of
accountability of shared content. Thus, the network can be &tremely susceptible
to attacks by malicious users who could spread harmful viruss and trojans, or waste
network resources. The Mandragore virus [5] that brought devn the Gnutella network
in February 2001 is an example of such an attack.

Anonymity : Anonymity is a property that allows a user to conceal its identity, while
allowing access to the resources in the network. There haveden many proposals
addressing the issue of anonymity in P2P networks [13] [163P].

Accountability : In most P2P networks, peers obtain a unique identity (pseuanym)
to log into the network. However, these pseudonyms may not bepersistent, thus
making it di cult to address the problem of accountability o f transactions. Most
P2P networks su er from free-riding [12] { a phenomenon wherepeers do not share
any resources. It has been shown that almost 70% of Gnutellasers share no les,
and 50% of all responses are returned by the top 1% of sharingolsts. Further, nodes
may come online and go o ine in very short intervals of time; only a small percentage
of the peers are online for a considerable period of time. Alhodes are involved in
routing request packets to the destination nodes, thus demading cooperation from

all peers.

Trust Management: Trust plays a central role in many aspects of computing, espcially
those related to use of the network. Many of the characterisics of P2P networks make

it very challenging to establish trust among the participating nodes. As described



above, there is no central authority to monitor and coordinate activities of all nodes in

the network. The peers are autonomous and may be unreliableradl non-cooperating.
There must be a mechanism by which the network is able to distaguish trusted peers
from the malicious peers. Hence, it is very essential to hava system by which peers
are able to trust each other and ensure the authenticity of tre shared content. There
have been many di erent approaches that have been adopted t@stablish trust in a

network [32] [40]. Reputation-based trust is one speci ¢ fom of trust management,

which is described in detail in Section 1.1

Thus, peer-to-peer networks are very useful for deployment inarge-scale networks.
However, for successful deployment of these networks, thebave security issues must
be addressed. Since trust is a fundamental security issue ithese networks, it is very
essential to address it and identify solutions to provide the same.

1.1 Reputation Systems

In general, reputation can be de ned as the general estimatin in which a person
is held by the public. It is the memory and summary of behavior from past transactions.
It describes the popularity of an individual as seen by the oher nodes in the network [35].
In the physical world, when we talk about how much we trust soneone, we often consider
that person's reputation. We usually are willing to put great trust in someone whom we
have personally observed to be highly capable and who has adf level of integrity. In the
absence of personal observation, the recommendation of austed friend can lead to trust
in someone. Hence, in real life, trust is often increased bystablishing positive reputations
and networks for conveying these reputations.

A reputation system collects, distributes and aggregatesdedback about past be-
havior of the participants. Reputation systems help in fostering trust amongst strangers
and deter participation by those who are dishonest. Such syems have existed long before
the Internet came into existence. Credit and employment agacies, for example, are indeed
reputation-based systems. An individual with a good credit hstory (reputation) is able to
receive credits or loans. On the Internet, most online auctbn portals such as eBay [22] pro-
vide reputations in the form of feedback forums. After compkting a transaction, the buyer

and seller have an opportunity to rate each other (1, 0, or -1) ad provide comments. Each



participant has a running total of the points attached to its identity on the portal. This
information is stored and retrieved for future transactions as necessary. Thus, reputation
systems seek to restore information about the history of trasactions with the expectation
that other people will use this as a reference in the future.

The most essential properties that are required for a reputéion system at the
minimum are persistence of participating entities, a mechaism for capture and distribu-
tion feedback and storage of cumulative ratings to be made ailable in the future. Such
reputation systems can be well adapted into peer-to-peer netarks where trust amongst
participating nodes is very critical. However, the decentmlized property and certain other
characteristics of P2P networks make it challenging to adapreputation systems directly in
such networks.

In the recent past, there has been some work in establishingtist using reputations
in P2P networks [25] [41] [11] [43] [27] [31] [17] [34], as disssed in Chapter 2. At the
time of this work, there was no reputation-based implementaton to realize the practical
deployment of these systems in P2P networks. In this work, weanalyze some approaches
that have been proposed to address the problem of reputatiorbased trust management.
Bearing the goals of establishing trust among peers in a secel manner and the perfor-
mance constraints in P2P networks, we identify two protocok more speci ¢ and relevant to
P2P networks { RCert and P2PRep. We compare the two approaches in terms of security
and performance (overheads). Based on an analysis of the twapproaches, we conclude
that both approaches are very similar in providing the required security functionalities.
However, since the RCert protocol performs better in terms & overheads, we choose to
enhance RCert. We identify the drawbacks and vulnerabilities of this protocol and propose
an extension to RCert. We provide the design of the modi ed sytem (GTKgREP) over
an existing decentralized P2P network -Gnutella. We provide the details of the imple-
mentation of GTKgREP that has been built as an extension to Gtk-Gnutella, an existing
GTK-based Gnutella servent. We also demonstrate the impact o the performance in terms
of bandwidth, round-trip time and processing delays due to cyptography.

The rest of this thesis is organized as follows. In the next chpter we briey
describe the context in which this thesis and other related werk is relevant. Chapter 3
describes the Gnutella protocol in detail and the features povided by Gtk-gnutella, an
implementation of Gnutella. In Chapter 4, we describe the RCert protocol in detail, propose

extensions, identify vulnerabilities and propose solutims to safeguard the protocol against



these vulnerabilities. In this chapter, we also provide a seurity analysis of the protocol and
compare this protocol against P2PRep and justify why we chos to implement the RCert
protocol. In Chapter 5, we provide the details of the design ad implementation of the
extended RCert protocol over Gtk-Gnutella and provide the results. Chapter 6 concludes

this thesis and discusses possible directions for future search.



Chapter 2

Related Work

In this chapter, we provide a brief review of peer-to-peer netwrks. We describe
the architectures in P2P networks and highlight some of the eputation-based approaches
that have been proposed.

Peer-to-peer networking is the utilization of the relatively powerful computers
(personal computers) that exist at the edge of the Internet br more than just client-based
computing tasks. Such networks provide an alternate mechaism of computing as against
client/server architectures. In addition to the ability to pool together and harness large
amounts of resources, the strengths of existing P2P system@4], [2], [8], [9]) include self-
organization, load-balancing, cost-e ective infrastructure, adaptation and fault tolerance.
Because of these desirable qualities, many research projechave been focused on under-
standing the issues surrounding these systems and improvintheir performance [37], [30],
[20].

2.1 Architectures in P2P Networks

Based on the method by which search requests are sent into theetwork, peer-
to-peer networks can be categorized a€entralized Networks, Decentralized Networks and
Hybrid Networks.



2.1.1 Centralized Networks

Such networks make use of a centralized indexing service. lre 2.1(a) depicts
the design of such networks and the steps involved in resouecsharing. A central server
stores information about the les that exist on each peer in the network. Each peer sends
its location information on connecting to the network (Step 1). If Alice intends to download
a resource, she sends a search request to this server (Step @hich returns information
about the peer (Bob) sharing the resource (Step 3). Alice tha connects directly with Bob
and downloads the le (Step 4). This architecture o ers very good performance in terms of
the response time to search requests. However, such architieires may not scale well since
the central server becomes a potential bottleneck. Furtherdue to the existence of a central
server, these schemes are not robust to attacks { an attack orthe server can bring down
the entire network. Napster is a very popular P2P network that uses centralized indexing.

Napster collapsed due to litigations over potential copyrght infringements.

2.1.2 Decentralized (Pure P2P) Networks

Decentralized networks adopt a distributed architecture for searching content shared
by peers. Each peer discovers and establishes connectionghna variable number of servents
to exchange content as shown in Figure 2.1(b). A peer discove new peers in the network
using broadcast messages. A search request (Step 1) is braadt from the source to the
nodes directly connected to the source. Each of these nodes iurn broadcasts the request
to its neighbors (Steps 2, 3), until the message reaches a pe@ho possesses the content or
has traversed a maximum number of hops . Here, every peer isvnlved in handling and
forwarding request messages, thus behaving both as a clieahd as a server. Gnutella is an

example of a pure P2P network.

2.1.3 Hybrid Networks

Intermediate architectures have been prevalent in the recet past. In these net-
works, peers are classi ed into leaf nodes and superpeersr(gupernodes), based on the
computation power and amount of bandwidth of these nodes (Fjure 2.1(c)). Superpeers
are servents that are responsible for indexing the network @ntent and for routing request
and response messages. Leaf nodes only provide content tcethetwork and are shielded by



Server

(a) Centralized Network Architecture (b) Decentralized Network Architecture

= = = Bob
Leaf Leaf Leaf

(c) Hybrid Network Architecture

Figure 2.1: Architectures in P2P Networks
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the superpeers from any signaling messages, thus establisg a two-tier hierarchy among

the servents. As shown in the gure, a request originating ata leaf node (or superpeer) is
processed only by intermediate superpeers. The software deloped by Sharman Networks
{ Kazaa is an instance of such networks. However, many of the @utella servents have
adopted the hybrid model because it provides bene ts from bth centralized and decentral-

ized models.

2.2 Reputation Management

There has been a lot of work in the past on reputation-based trgt management for
client/server based networks. An important instance of sucessful reputation management
is the centralized online auction system eBay [22]. In this eputation system, buyers and
sellers rate each other at the end of the transaction. A cumutive rating is computed for
each buyer and seller based on the above individual ratings.This rating is stored on a
central server managed by eBay. Hence, the above system usascentralized approach to
manage and store reputation information.

The model proposed by Yu and Singh [43] builds a social netwéramong agents
that supports participants' reputation both for expertise (providing service) and helpfulness
(providing referrals). Every agent keeps a list of its neiglbors (which can be changed over
time) and computes the trustworthiness of other agents by umlating the current values
based on testimonies obtained from reliable referral chais. A bad experience with an
agent results in the decrease of its rating and this informaion is propagated throughout
the network.

The proposal for computing and using reputation for Internet ratings by Chen
et al [15] di erentiates the ratings by computing a reputati on for each rater based on the
quality and quantity of the ratings it gives. However, the method is based on the assumption
that the ratings are of good quality if they are consistent with a majority of the opinions.
Adversaries who submit fake or misleading feedbacks can $itigain a good reputation as a
rater in their method simply by submitting a large number of feedbacks and becoming the
majority opinion.

Proposals in reputation-based trust management for P2P netwrks can be broadly
classi ed based on centralized vs distributed storage of ngutation information.
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2.2.1 Centralized Approaches

TrustMe [41] is motivated by the importance of anonymity in t rust based systems.
A secure and anonymous underlying protocol has been propodefor trust management,
which provides mutual anonymity for both the trusted host and the querying peer. A
peer gives a reputation rating to another peer based on all & experiences with that peer.
The trust rating of the peer is an aggregation of all ratings dtained from the rest of the
peers. TrustMe provides a system similar to the secret ballbfor voters. The trust rating
of each peer is stored on a random peer X which replies to all guies for the trust values it
possesses. A peer can anonymously issue a query and get thadrvalue without requiring
to know the identity of peer X. However, this approach depend on the availability of the
peers storing the reputation information.

In the work by Minaxi Gupta et al [25], reputations are comput ed using either one
of two schemes - debit-credit reputation computation and crealit-only reputation computa-
tion. This approach computes reputation as a function of two variables - peer's behavior
and its capabilities (processing power, memory, bandwidthand storage capacity). Hence,
parameters such as size of shared les, bandwidth and time & used in computing the
reputation. Using a centralized reputation computation agent (RCA), a public-key based
mechanism has been proposed to address the problem of reliabreputations. The RCA
is contacted periodically by peers to get credits for their ontribution in the system based
on the above schemes. Thus, the RCA maintains state informabn about all transactions
made by all the peers in the network.

Centralized approaches are useful in consolidating reput#on data at one central
location. However, they may not scale well and may be suscejttle to security attacks
such as denial of service attacks. Thus, as part of this workwe were inclined to choose

reputation systems that were decentralized in their approah.

2.2.2 Decentralized Approaches

There have been many approaches proposed to distribute andt@e reputation
information without the use of central servers. In the following paragraphs, some of the
important approaches pertinent to peer-to-peer networks hae been described.

[11] focuses on management and retrieval of trust-related da by using a single
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P2P distributed database which stores complaints about indviduals if transactions with
them were not satisfactory. When an agentp wants to evaluate trust for another agent
g, it sends a query for complaint data which involvesq, and decidesq's trustworthiness
based on the returned data, using a proposed formula. Hencesomplaints are the only
behavioral data being used in this work. This system does notncorporate both good and
bad transactions which is essential in estimating the repuation of a peer. Further, such
systems may be vulnerable to DoS attacks, since a maliciousonle could insert any number
of complaints into the system, without being detected.

The work by Yu et al. [43] is primarily about social mechanisns for regulating
users in electronic communities. This work provides a distibuted agent architecture to
represent and propagate the ratings that participants giveto each other. When evaluating
the trustworthiness of any party, a peer combines its local gidence (obtained from direct
transactions) with the recommendations received from othes regarding the same peer.
They also propose an algorithm to compute the trust index foran agent in the range [-1, 1]
that was an outcome of local evidence and testimonies. This@gproach focussed primarily
on reputations, but did not address the issues of providing mtegrity and authentication of
messages.

EigenRep [27] uses a distributed and secure method to assiga unique global
reputation value to each peer based on the history of uploadsising power iteration. This
work attempts to decrease the number of downloads of inauthetic les in a peer-to-peer le
sharing network. In this approach, each peer locally storests own view of the reputation
of the peers it has interacted with. The global reputation of the peer is then computed
using local reputation values assigned by other peers, weited by the global reputation
of the assigning peers. This work also does not focus on degung how integrity and
authentication of messages are achieved.

NICE [31] is a platform for implementing cooperative distributed applications.
Applications in NICE gain access to the remote resources by drtering local resources. For
each transaction, each involved user produces a signed s&nhent (cookie) about the quality
of the transaction and exchanges the statement with its pees. Hence, the locally stored
reputation in NICE is an indication of the satisfaction expressed by other peers that it
served. Since the peers store their own reputations, no co@pation is required from other
peers for storage purposes. However, to compute reputatienwhen needed, cooperation

from the other peers in the system is mandatory, just as in otler reputation systems.
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PeerTrust [42] is also a feedback based trust management dgen for peers to
qguantify and compare the reputation of other peers in P2P neworks. In this work, three
basic trust parameters are used for evaluating the trustwothiness of peers { feedback in
terms of amount of satisfaction, feedback context such as t& total number of transactions
and the credibility of the feedback sources. The trust for a peer in this system is also a non-
decreasing scalar and is subjective. Each peer is mapped toaimtain a small database that
stores a portion of the global trust data. Maliciousness is ountered by having multiple
peers responsible for storing the same database. Voting cabe used if these databases
di er. Trust is computed by querying multiple databases over the network. This work uses
a broadcast approach to obtain ratings for a peer, thus consming signi cant bandwidth.

P2PRep [17] uses a distributed broadcast polling mechanisnto search and dis-
tribute reputation information in the P2P network. Public k ey encryption has been used to
achieve con dentiality, integrity and non-repudiation of m essages. In this approach, each
peer is associated with an opaque identi er. Each peer mairdins a history of the trans-
actions and its experiences with other peers in its local reptation database. The protocol
comprises of ve di erent phases. In the rst phase, the initiator broadcasts its request to
the network, like in a standard Gnutella interchange and reeives responses from the peers,
which include the identi er of the providers and a digest of the resource. In the resource
sharing and vote polling phase, the initiator enquires the retwork (broadcast) about the
provider from which it intends to download the resource. Upa receiving this poll message,
each peer checks its experience repositories and respondghwotes if it has had a prior
transaction with that entity. In the third phase, the initia tor performs a vote evaluation
on the set of votes that it has received about each provider. tithen chooses the providers
with the highest reputation value as suggested by the voters The fourth phase attempts
to handle some load balancing and prevent some security attzks on the protocol. In this
phase, the most reliable provider is contacted to verify thefact that it exports the resource.
In the nal phase, the initiator downloads the resource and based on the quality of the
transaction, it updates the local repository with an entry for the set of providers from
which it downloaded the resource.

The authors of P2PRep also proposed XRep [21], as an extensido P2PRep,
in which two separate local repositories are maintained { oe with reputation information
about resources and another with reputation information about the servents. In [18], they

have presented the details of the implementation of a reputdon aware Gnutella servent.
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RCert [34] is another reputation-based approach that uses phlic key encryption
to provide security properties such as authentication, integrity and non-repudiation. This
protocol aims to provide e cient retrieval of reputation in formation by storing the content
locally at the owner (server-side) in the form of certi cates. The protocol also ensures that
these certi cates are secure from being modi ed by the owner This approach provides an
e cient mechanism for the retrieval of reputation content. Further, all messages in RCert
are unicast messages.

Thus we observe that reputation-based approaches in P2P netarks require co-
operation between the participating nodes to ensure distiuted storage and retrieval of
content. We observe that existing approaches adopt either acentralized or decentralized
mechanism for storing and retrieving reputation information. These approaches use pub-
lic key encryption to provide security properties such as ca dentiality, authentication,
integrity and non-repudiation of messages. Thus, a useful jgutation based P2P system
must be able to store and retrieve ratings in a decentralizednanner and also provide au-
thentication, integrity and non-repudiation of messages. nly two of the above approaches
provided the desired features for the P2P reputation system{ P2PRep/XRep and RCert.
In Chapter 4, we compare these two approaches and justify whywve chose to extend the
RCert protocol. We also investigate the RCert protocol in greater depth in this chapter
and propose an extension to this approach to x certain drawkacks and vulnerabilities.
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Chapter 3

Review of Gnutella Design and

Implementation

In this chapter, we describe the reason for choosing Gnutell for our implementa-
tion and review the design of the Gnutella protocol. We also bie y describe the security
issues in Gnutella. We have left out the details of the specication and described only
sections that are relevant for this thesis. A detailed desdption of the protocol can be
obtained in the Gnutella speci cation [29]. In the nal section, we describe Gtk-Gnutella,
a unix-based Gnutella servent.

The Gnutella protocol is an open, decentralized group membship and search
protocol, primarily used for le-sharing. Gnutella has beenone the most popular le sharing
protocol in P2P networks. However, the original design of Gutella did not incorporate
support for security, thus making it vulnerable to many atta cks. We therefore chose to
study the design of Gnutella and to identify how best securiy can be incorporated within

its existing design.
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3.1 Operation

There are no central servers in the Gnutella network. In orde to join the system
a peer initially connects to one of several known hosts (e.g.gnutellahosts.com) that are
almost always available (generally, these hosts do not prdde shared les). Such entities
are known ashost caches The host cache then forwards the IP addresses and port numbe
of numerous other peers that are currently online. This conrction is performed over a TCP
session.

Once attached to the network (having one or more open conneains with nodes
already in the network), nodes send messages to interact wit each other. Messages can
be either a request message or a response to some previousiceived request message.
Messages can be broadcast (i.e., sent to all nodes with whicthe sender has open TCP
connections) or simply back-propagated (i.e., sent on a spéc connection in the reverse
direction on the path taken by an initial, broadcast, messag). Several features of the
protocol facilitate this broadcast/back-propagation mechanism. First, each message has
a randomly generated unique identi er. Second, each node lgps a short memory of the
recently routed messages, used to prevent re-broadcastingnd implement back-propagation.
Third, messages are agged withtime-to-live (TTL) and hops passedelds. These messages
are described in detail in Section 3.3.

3.2 Protocol Description

A Gnutella servent connects itself to the network by establshing a connection
with another servent connected to a peer-group. Nodes forwak all incoming messages to
all members of their peer-group.

Each Gnutella message contains a globally unique identi e{GUID) in its header.
When a node receives a message, it stores this message ID inable before sending it on
to its peer-group. If the message ID is already in the table, itdiscards the message since it
has already been processed. After receiving the responsdke peer selects the resources it
desires to download. Resources are downloaded using the atéard HTTP protocol.

A sample interaction of the initial handshake between a cli@t and a server servent
has been shown in Figure 3.1:

Headers follow the standards described in RFC822 [19] and RE2616 [23]. Each
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Figure 3.1: Client-Server handshake in Gnutella

CLIENT SERVER

GNUTELLA CONNECT/0.6<cr><If>
User-Agent: Gtk-Gnutella/0.92<cr><|
Pong-Caching: 0.1<cr><If>

GGEP: 0.5<cr><If> <cr><If> >

AL

GNUTELLA/0.6 200 OK<cr><If>
User-Agent: Gtk-Gnutella/1.0<cr><lI
Pong-Caching: 0.1<cr><If>

GGEP: 0.5<cr><lIf>

< Private-Data: 5ef89a<cr><If>
<cr><If>

V

GNUTELLA/0.6 200 OK<cr><If>
Private-Data: aO4fce<cr><If>
<cr><If>

A 4

[binary messages]

A4

header is made up of a eld name, followed by a colon, and thenhe value. Each line ends
with the sequence € cr ><If > ), and the end of the headers is marked by a single line.
Each line normally starts a new header, unless it begins witha space or a horizontal tab,

in which case it continues the preceding header line.

3.3 Protocol Messages

After being connected successfully, a peer communicates thi other servents by
sending and receiving Gnutella protocol messages. Each nesge is preceded by a message
header with the byte structure given below.
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3.3.1 Message Header

The message header is 23 bytes and comprises of the elds asogin in Table 3.1

Table 3.1: Gnutella Message Header

Message ID (GUID) | Payload Type | TTL (Time to live) | Hops | Payload Length
0-15 16 17 18 19-22

A brief description of the elements in the header is providedbelow:

Message ID : A 16-byte string (GUID) uniquely identifying the message on the
network.

Payload Type : This eld indicates the type of message. The following cods are
currently recognized: 0x00 = Ping, 0x01 = Pong, 0x02 = Bye, 0x40 = Push, 0x80 = Query,
0x81 = Query Hit

TTL : Time To Live. This eld is similar to the TTL value in the IP he ader. The
value represents the number of times the message will be foesded by Gnutella servents
before it is removed from the network. Each servent will decement the TTL before passing
it on to another servent. When the TTL reaches 0, the message ¥ no longer be forwarded
and is dropped.

Hops: This eld indicates the number of times the message has beeforwarded.
As a message is passed from servent to servent, the TTL and Hgpelds of the header must
satisfy the following condition: TTL(0) = TTL(i) + Hops(i) w here TTL(i) and Hops(i) are
the values of the TTL and Hops elds of the message, and TTL(0)is maximum number of
hops a message will travel (usually 7).

Payload Length : The length of the message (in bytes) immediately following
the header is stored in this eld. The next message header isokated exactly this number
of bytes from the end of this header i.e. there are no gaps or ghbytes in the Gnutella data

stream.
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3.3.2 Message Types

Immediately following the message header is the payload caisting of one of the

messages shown in Table 3.2.

Table 3.2: Gnutella Message Types

| Descriptor | Description |
Ping Used to actively discover hosts on the network. A servent
receiving a Ping descriptor is expected to respond with one
or more Pong descriptors.

Pong The response to a Ping. Includes the address of a connected
Gnutella servent and information regarding the amount of
data it is making available to the network.

Query The primary mechanism for searching the distributed net-
work. A servent receiving a Query descriptor will respond
with a QueryHit if a match is found against its local data
set.

QueryHit | The response to a Query. This descriptor provides the recip-
ient with enough information to acquire the data matching
the corresponding Query.

Push A mechanism that allows a rewalled servent to contribute
le-based data to the network.

Ping and Pong Messages

Ping messages are broadcast into the network to discover nepeers and statistics
about the resources that they possess. A peer receiving a ginmessage responds with a
pong message that is routed back to the originator along the pth traversed by the ping
message. To conserve bandwidth, the protocol uses pong caes. When a peer receives a
ping message, it responds with a pong message with all the aigs in its pong cache.

Query Message

A guery message contains the search criteria speci ed by theiser. As shown in
Table 3.3, the query message comprises of the search stringgeided by the user. It also
comprises of an optional extensions block, which will be desibed in section 3.4. A servent
decrements the TTL value by 1 before forwarding the query mesage to its neighbors. If,
after decrementing the header's TTL eld, the TTL eld is fou nd to be zero, the message
is dropped.

A servent receiving a message with the same payload messagedaMessage ID as
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one it has received before, discards the message since it halseady processed the message.

Table 3.3: Query Message Format

Field Min Speed | Search Criteria | NUL(0x00) | Extensions block (optional) \
Byte oset 0...1 2..N N+1 N+1...L-1

Query-Hit Message

The QueryHit message is sent only in response to an incoming €gry message. A
servent should reply to a Query with a QueryHit message if it ®ntains data that strictly
meets the query search criteria. A QueryHit message should é initially generated with
hops=0 and the TTL eld equal to the number of hops traversed by the corresponding
Query message. The Descriptor Id eld in the descriptor hea@r of the QueryHit should
contain the same value as that of the associated Query messag This allows a servent to
identify the QueryHit message associated with Query messags it generated.

The format has been shown in Table 3.4. The result set is a lisbf results with
each entry having the elements showed in Table 3.5.

Table 3.4: Query Hit Message Format

Field No of Hits | Port | IP Addr | Speed| Result Set | Optional QHD Data | Servent ID

Byte o set 0 1.2 3..6 7..10 | 11...10+N 11+N...L-17 L-16...L-1

Table 3.5: Result Set Structure

Field File Index | File Size | File Name | NUL(0x0) | Optional Result Data | NUL(0x0)

Byte o set 0..3 4..7 8..7+K 8+K 9+K...R-2 R-1

Push Message
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A servent may send a Push descriptor if it receives a QueryHitdescriptor from a
servent that does not support incoming connections. This nght occur when the servent
sending the QueryHit descriptor is behind a rewall. When a servent receives a Push
descriptor, it may act upon the push request if and only if the Servent Identi er eld
contains the value of its servent identi er. The Descriptor Id eld in the Descriptor Header
of the Push descriptor should not contain the same value as tht of the associated QueryHit

descriptor, but should contain a new value.

Table 3.6: Push Message Format

Field Servent Identi er | File Index | IP Address | Port | Optional Push Data

Byte o set 0..15 16...19 20...23 24..25 26...L-1

3.4 GGEP Extensions

The Gnutella Generic Extension Protocol (GGEP) allows arbitrary extensions in
Gnutella messages. A GGEP block is a framework for other extesions. These extensions are
embedded in the trailer of Gnutella query and query-hit messges. The two peers negotiate
the version of GGEP being used during the initial handshake bown in Figure 3.1.

A GGEP block always starts with a magic byte used to help distihguish GGEP
extensions from legacy data which may exist. It must be set tahe value OxC3. The magic
byte is followed by any number of extensions. They are procesd in the order in which
they appear. Table 3.7 shows the elements of the GGEP extenmn.

Table 3.7: GGEP Extension Format

Field Flags| ID | Data Length | Extension Data
Length 1 1...15 1..3 X

Based on which bit in the ag eld is set, this eld conveys inf ormation about
the encoding and compression used in the GGEP extension. Itlso provides information
about the number of bytes used to represent the ID. More detds about each individual eld
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can be obtained from [29]. In our implementation, all protoaml messages are embedded as
GGEP extensions in the query and query-hit messages, and wilbe discussed in detail in
Chapter 4.

3.5 Gtk-Gnutella

In this section, we mention the existence of di erent implementations of Gnutella
and describe why we have used Gtk-Gnutella for our implementaon. We highlight the
salient features supported by Gtk-Gnutella and brie y describe the design.

There are many di erent implementations of Gnutella that ar e currently available.
They are collectively called Gnutelliums. Limewire [7] is the most popular open-source java-
based Gnutella servent. Bearshare [1] and Gnucleus [3] ardné predominant servents on
Windows. Some other implementations are Morpheus, Mutella Phex, etc.

Gtk-Gnutella (Gtk-G) [24] is an open-source GUI based Gnutellaservent. It is a
fully featured Gnutella servent designed to share any type b le the user wishes to share.
It has been developed and tested under Linux using C. Gtk-gnutlla is open-source and is
released under the GNU Public License (GPL). In this work, weunderstand the design of
Gtk-Gnutella and extend the code to incorporate the reputation protocol that is described
in Chapter 4.

3.5.1 Features

This section summarizes the salient features that have beeimplemented in Gtk-
Gnutella. We provide only a brief description of the features here. Detailed information

about the features are described in the Gnutella speci caton [29].

GWebCache The goal of the Gnutella Web Caching System(GWebCache) is to
eliminate the initial connection point problem of a fully de centralized network. The
cache is a program placed on any web server that stores |IP addsses of hosts in the
Gnutella network and URLs of other caches. Gnutella clientsrandomly connect to
a cache in their list. They send and receive IP addresses andRLs from the cache.

With the randomized connection it is to be assured that all caches eventually learn



23

about each other, and that all caches have relatively fresh bsts and URLs. The

concept is independent of Gnutella clients joining and leaing the nework.

GNet compression Gtk-G implements compressed gnutella net connections to ao
serve bandwidth in the network. Compression is meant to be doe on a per-connection
basis. Thede ate scheme is handled by the www.zlib.org library (the de ate/in ate
routines). This implies that there will be a compression didionary and history per
connection on both ends, thus achieving a good compressiors @ompared to compress-
ing each message individually. The peers exchange this infmation in the Accept-
Encoding and Content-Encoding headers in the initial handshake described in Fig-
ure 3.1

Ultrapeers: Gtk-G provides a hierarchical Gnutella network by categorizing nodes
on the network as leaf nodes and supernodes or ultrapeers, $ad on the bandwidth
capacity and computational power of the peer. A leaf node kegs only one open con-
nection to its neighboring supernode. A supernode acts as arpxy to the Gnutella
network for the leaf nodes connected to it. This makes the natork scalable by reduc-
ing the number of nodes on the network involved in routing andmessage handling, as

well as reducing the actual tra c between them.

PARQ : Passive/Active Remote Queueing (PARQ) allows a provider d a resource to
enqueue requests from initiators, when the server has no upad slots available. The

gueueing technique has been built considering fairness anather such factors.

QRP: QRP (Query Routing Protocol) has been implemented in Gtk-G for routing
messages e ciently by avoiding broadcast queries on the natork. In this protocol,
hosts create query route tables by hashing le keywords and egularly exchange them
with their neighbors. Thus, a request is forwarded only if the route table received on

a connection matched the keywords in the request string.

HASH : Hash/URN Gnutella Extensions (HASH) allow les to be identied and lo-

cated by Uniform Resource Names (URNS) { reliable, persistat, location-independent
names, such as those provided by secure hash values. This beique greatly enhances
end-user experience by combining display of query results wth represent the same
le in spite of having dierent lenames. This enables paral lel downloading from

multiple sources (swarming) thus providing faster downloads.
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PFTP : Partial File Transfer Protocol is a protocol for sharing partial les on the
Gnutella network. A partial le is a le that a host has only do wnloaded parts of.
Partial le sharing allows les to spread faster over the Gnutella network.

The graphical user interface for Gtk-gnutella has been deveped using GTK+ - The GIMP
ToolKit, a multi-platform toolbar for creating GUIs.

3.5.2 Design

Gtk-Gnutella has been implemented utilizing the functionality of events and call-
backs provided by GTK. Every action, such as receipt of a netvork message, a timeout or a
button click by a user is associated with an event. Each evenhas callback APIs associated
with them, which are invoked when the event gets triggered. V¢ provide further details
about the design of Gtk-Gnutella in Section 5.1.

We chose to build our reputation management system as an extesion to Gtk-
Gnutella considering its simplistic design, user-friendlyGUI, the development environment
used and the open-source nature of the project. Further, the @I is also useful in display-
ing many advanced level, protocol speci ¢ statistics that would be useful to analyze the
implementation. The details of our system that have been inorporated into Gtk-Gnutella
have been provided in Chapter 5.
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Chapter 4

Review and Analysis of RCert

Reputation Management Protocol

The RCert protocol has been designed to provide a mechanisnotdetermine and
establish trust between nodes in a P2P network. This chapterdiscusses the goals of the
protocol and describes the approach in detail. We extend ths protocol by adding messages
to address a few shortcomings of RCert. We then perform a secity analysis on this protocol
and present the details. Finally, we compare RCert with P2PRep, another reputation-based
protocol in P2P networks and describe the rationale for exteding the RCert protocol as

the foundation for building our reputation management system.

4.1 Introduction

The RCert protocol was designed with the following properties in mind:

Distributed storage of reputation information: This protocol does not require any
centralized infrastructure. It uses a decentralized apprach to retrieve and store rep-

utation information.

E cient retrieval of reputation information : In some of the existing approaches

[17],[43], a broadcast approach was used to retrieve reputian information. RCert
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adopts a di erent approach in which each peer stores its own eputation content lo-
cally. Thus, this approach ensures that the time for retrieval of the reputation content
is a constant factor.

Integrity and non-repudiation : RCert uses public/private keys and digital signatures
to ensure the integrity and non-repudiation of messages senin the network. Further,

it does not require any PKI infrastructure for generating th ese keys.

E cient use of network bandwidth : Since this protocol stores the reputation infor-
mation locally, the number of messages exchanged betweendlpeers is signi cantly
reduced. Further, all RCert messages are unicast, thus ensing e cient utilization
of network bandwidth.

Global rating for each entity: The RCert protocol uses a simple technique to compute
the global rating information for each peer by considering te average of all the ratings
in its history.

Each peer is identi ed by an opaque identi er called GUID (Gl obally Unique Identi er).
The GUID is sent in all the messages to identify the originata of the message, as described
in Section 3.2. Just as in the case of most reputation-based F2 systems, the reputation
information about a peer is associated with its GUID. Each nev peer starts with a default
rating and accumulates new rating values as it participatesin the network. If a peer wishes
to build its reputation over a period of time, it needs to maintain a persistent identi er in
the network. When a peer assumes a new GUID, it loses all infonation about the past
reputation and is treated as a new member in the network.

4.2 Overview

RCert allows the initiating servent to verify and evaluate t he ratings of providers
before downloading a resource from them. It allows the prower to store the history of its
transactions locally and makes it available to the network when requested. The protocol
provides a mechanism by which the initiator is able to rate the provider at the end of the
transaction and provide a rating certi cate for this transa ction. The initiator is able to
compute the global rating for a provider dynamically (as an average of the providers' past

ratings) and choose the best set of providers to download frm.
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This protocol uses two important entities for storing reputation information -

rating certi cates and recommendations.

4.2.1 Rating Certi cates (RCert)

Rating certi cates store the ratings received from other peers at the end of a
transaction. RCerts consist of a header, a list of RCertUnis and the digital signature
as shown in Table 4.1. Each RCert unit essentially contains he rating provided by the
previous recommenders and the identity information about the recommender who provided
this rating. These certi cates are stored locally at the provider and are sent by the provider
along with the query-hit message. The provider signs the RCds and stores the signature

in the Signature eld before sending them into the network.

Table 4.1: Rating Certi cates

| Header | RCert Unit; | RCert Unit, | ... | RCert Unit,, | Signature |

The RCert header contains information about the provider ard its local certi cates,
and is shown in Table 4.2. It contains information about the identity of the owner { the
GUID and the public key. This information is used during the authentication of the RCert
message. TheRCert Num and Previous RCert Num elds in the header are used to provide
information about the history of certi cates stored. In due course of time, the provider
may accumulate many certi cates and it may not be e cient to s end all the certi cates,
when requested. Hence, using these elds, the provider mayesd only the most recent
certi cates, thus conserving bandwidth. It does this by setting the RCert Num to the most
recent certi cate list and by setting the Previous RCert Num to the value referring to the
past certi cates. If the provider is able to send all the certi cates in the message, it sets
the Previous RCert Num eld to O.

Table 4.2: RCert Header Format

| Owner ID | Public Key | RCert Num | Previous RCert Num |

As mentioned, each RCert Unit contains information about the rating and the
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provider of the rating, as shown in Table 4.3. A new RCert is apended to the list
of RCerts at the end of each transaction with this peer. Therater ID, IP address and
port number elds provide information about the identity of the recomme nder. The rating
contains information about the recommenders' transactionexperience with the provider.
The counter is the sequence number for this certi cate. Every new RCert las the counter
value incremented by one. Thetimestamp eld contains the value of the timestamp issued by

the provider. Each RCert unit is individually signed by the r ecommender of that certi cate.

Table 4.3: RCert Unit

Rater ID | IP Address | Port Number | Rating | Counter | Timestamp | Signature |

4.2.2 Recommendations

Each peer stores a list of recommendations that contains imrmation about the
rating that it had provided to the servents from which it down loaded resources in the
past (Table 4.4). It provides information about the identit y of the peer for whom the
recommendation was provided GUID ), the timestamp that was provided by that servent
and status information to identify the validity of the certi cate (valid or revoked). It
provides information about the identity of the revoked peer (IP address and port number)
if the entry was revoked. We describe the use of this informabn when we describe the
protocol in detail in Section 4.3.

Table 4.4: Recommendations

| GUID | Timestamp | IP Address | Port Number | Status

4.3 Protocol description

Each transaction of the RCert protocol involves three types of entities in the

network { an initiator , a set of providers and a set ofrecommenders The initiator is the
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entity searching for content in the P2P network. Any peer who currently shares the resource
that was requested by the initiator is de ned as a provider of that content. A peer who
has had a transaction with some such provider in the past and arrently possesses a rating
for that provider is termed as a recommender The exchange of messages between these
entities has been described below. For the sake of simpligitof this discussion, Figure 4.1

shows only one provider (P) and n recommenders.

Figure 4.1: RCert Protocol Message Flow

Provider (P) Initiator (S) Recommenders
R1 R2 ..... Rn

1. Query
2. Query Hit (Rcerts)

3. Verify
4. Last-timestamp (revoked)

3. Verify
4. Last-timestamp (revoked)

3. \:/erify

" i)
5. Ack
6. Timestamp
7. Transaction
8. Update Rcert
9. Revoke
10. Release

The initiator (S) who wishes to search for a resource broadcsts a Query message
into the network(1). Any providers (P) who are currently sharing the resource respond to
this request message by sending thQueryHit message(2). The above steps are the same
as the initial steps in the Gnutella protocol. However, in addition, the providers send their
RCerts, that are locally available at the provider, in the tr ailer of the QueryHit message.
The initiator veri es the signature in the response messageand drops the packet if there is
a mismatch.

This is followed by a series of reputation messages exchargydetween the three
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entities. S computes the global rating for each provider fran the RCerts that it received
and selects the providers who have a rating higher than a preelned threshold value. The
initiator needs to verify the validity of the RCerts of each of these providers. This is done by
checking the last RCert unit in the received certi cate list by sending averify message to the
recommender R1(3). Theverify message contains the certi cate that is being veried. R1
veri es the certi cate and responds with a last-timestamp message(4). Thdast-timestamp
message contains information about the timestamp that was povided by the provider, the
status of the timestamp(valid or revoked) and the identity of the peer who authorized the
revoke. If the recommender R1 was o ine, then, the initiator repeats steps 3 and 4 by
contacting the previous raters until there is one availableas depicted in Figure 4.2. In this
gure, we see that the most recent recommender R5 is oine and hence, the initiator S
is not able to receive alast-timestamp response from it. Hence, it contacts R4, which is
also oine. It then contacts R3 and receives a last-timestamp message. S veri es that the
status in this message is revoked and the IP address and portumber of the revoked peer
matches that of the succeeding recommender in the certi ca list that it originally received
from the provider (i.e with the IP address and port number of R4). If veri ed, S computes
the global rating for P using the certi cate ratings upto R3' s certi cate (since it was not
able to verify certi cates RCert, and RCerts. The receipt of the last-timestamp message
terminates the process of verifying the providers' certi cates.

After this step, the initiator sends a message to those prowers for which it was
able to successfully verify the rating certi cates. This ack message indicates the initiator's
interest in proceeding with the transaction (5). The ack is used as an evidence of transaction
request by P. P then responds with thetimestamp message (6). This message provides the
time value on the provider's machine and the transaction couter. The initiator uses this
time information in the future steps of the protocol. The tra nsaction counter indicates the
number of transactions the provider has experienced in the gst. Thus, the counter re ects
the latest information about the transactions of the provider.

The peers then begin the transaction, using the HTTP protoca, just as in Gnutella
(7). At the end of the transaction, the initiator is provided the option of rating the service
that was provided by P. The peers may consider multiple factas such as quality of content,
bandwidth provided, etc, while rating the transaction. For this purpose, the initiator pre-
pares a hew RCert unit with its rating for the provider and sends it in the update RCert

message (8). It also includes the time information that was povided by P in the timestamp
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Figure 4.2: Protocol behavior with o ine recommenders
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message. On receiving this message, P veri es the value of éhtimestamp information in
the new certi cate. If the value is successfully veri ed, it appends the new rating to its list
of certi cates. At the same time, the initiator stores the la st-timestamp (recommendation
information) and makes it available to others, when needed.If it was not the rst rater, it
contacts the previous recommender to revoke the last-timestmp information on that peer
(9).
The recommenderR, veri es the revoke message received from S and if valid,

revokes the timestamp information stored locally by creathg a status revoke and adding
the identity of S who revoked the certi cate. Finally, the pr ovider noti es the previous rater

that it can remove its last-timestamp certi cate using the release message(10).
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4.3.1 Discussion

The RCert protocol provides for secure local storage of ratig certi cates at the
provider. We also call this server-side storage, since the pwider acts as the server in a
transaction. Hence, reputation information about a provider is always available, as long
as the provider is online. The protocol allows the initiator to verify these rating certi -
cates by contacting the recommenders in temporal order, stding from the most recent
recommender. Based on the ratings available in these certcates, the initiator is able to
choose the best set of providers from whom he/she wants to dawoad the resource. The
initiator would require to contact past recommenders only in instances where the most re-
cent recommender is unavailable. Further, in these situatbns, the past recommenders are
able to verify the rating certi cates for the initiator. The last-timestamp message serves
to verify rating certi cates. After verifying the validity of the certi cates of all chosen
providers, the initiator sends Acks to these providers indicating an interest in proceeding
with the transaction. The Ack message serves as evidence of a transaction for the provider
for future references. If the initiator refuses to give a raing, then the provider can use the
Ack message as evidence of the transaction. This message can lrevided to the previous
recommender to request arbitration, as required.

The protocol also provides a mechanism to rate the provider fithe end of the
transaction. The servent is allowed to rate the transaction with a binary rating (0 or 1)
based on di erent factors such as quality of transaction, auhenticity of shared content, etc.
The protocol does not de ne what factors are required to be casidered by the servents.
Further, the global rating for a servent is computed as the aerage of its past ratings. While
this protocol allows for such a simple mechanism to provide atings, any other approach
may be used in place of the above method. For example, the appach described in [44] uses
a weighted average approach for computing the global rating [43] applies Dempster-Shafer
calculus to calculate the ratings for agents.

The protocol also provides a mechanism by which the initiatg is able to revoke
the timestamp from the most-recent recommender. Thus, at theend of a transaction, the
initiator has a new valid recommendation in its recommendaton list, the provider has a
new certi cate appended to its list of rating certi cates an d the most recent recommender
has the corresponding recommendation revoked in its recomandation list.

Revocations for oine recommenders . In this paragraph, we describe the
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Figure 4.3: Protocol behavior when most-recent recommendeis o ine

behavior of the protocol when the most-recent recommender i® ine when the revoke
message is sent. We observe that this property does not a ecthe normal behavior of the

protocol because the provider stores the most recent certcates and the last certi cate in

its certi cate chain points to the appropriate recommender. We consider the following case
where there is a peer S (initiator), peer P (provider) and pee R1 (most-recent recommender)
who is o ine, as depicted in Figure 4.3(a).

S completes a transaction with P and sends a new rating to P. N@, when it sends
the revoke message to R1, R1 does not acknowledge it since it is oine. Atsome later
instance, S goes oine and R1 logs back into the network as shwan in Figure 4.3(b). A
new initiator T requests certi cates from P. P sends its list of certi cates. T contacts S
(most-recent recommender), but does not receive any respoassince S is oine. Hence, T
contacts the previous recommender R1 who responds with thiast-timestamp message with
a valid timestamp. At this point, since T has veri ed the sign ature on the list of RCerts
that it received from P, it is aware that it possesses the mostrecent recommendations and
that R1 has provided an incorrect timestamp. Hence, it can sad a message asking R1 to
update its information by sending the information about S (the peer who was supposed to
have revoked the certi cate).

Interleaved/Concurrent sessions : The authors of the RCert protocol do not
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specify the behavior of the protocol in the presence of intdeaved transactions. In this para-
graph, we suggest changes in the protocol that are able to hatte multiple sessions started
simultaneously with the same provider. In any distributed protocol that involves multiple
writers, the resource being written must be locked such thatwe can ensure consistency in
the interpretation of the resource. In the context of the RCert protocol, the shared resource
being written is the rating certi cate chain at the provider . In the RCert protocol, let us
assume multiple initiators desire to begin simultaneous sesions with provider P and rate
the provider at the end of their respective transactions. Asa constraint, the protocol can
allow all transactions to proceed serially - the provider can serve only one initiator at a time.
However, in P2P networks such a constraint is undesirable sice it could lead to denial of
service attacks. We suggest a simple extension to RCert thaallows simultaneous sessions
with the provider. At the end of the transaction, the initiat or can signal the provider (write
request) that it is interested in providing a new rating, before sending theupdate rcert
message to the provider. At this point, the provider grabs a bck for this session, if avail-
able, and sends its latest certi cate chain. Following this step, the provider queues write
requests received from other initiators, since it is still n the process of appending a new
rating certi cate to its certi cate chain. After receiving the new rating from the initiator,

P will release the resource and respond to any other initiatos waiting in the queue to send

a new rating certi cate.

4.4 Protocol enhancements

In this section, we describe the shortcomings of the RCert potocol and propose
a few improvements to address these problems. We highlighthe two new messages that
have been added into the protocol. We also describe the sedtyr extensions that have been
incorporated into RCert to address certain vulnerabilities.

4.4.1 Message Extensions

In the RCert protocol, the initiator does not expect any acknowledgement for the
Update RCert message sent to the provider. It sends th€Revoke message to the recom-
mender assuming that the provider received thdJpdate RCert message and that it appended



35

the new rating to its certi cate list. However, if the provid er was o ine when the initiator
sent this message, the protocol may enter an unstable stateyhere the most recent recom-
mender has a di erent notion about the status of certi cates compared with the notion at
the provider.

To prevent such a situation, we introduce two additional messages into the protocol
as shown in bold in Figure 4.4. TheUpdate RCert and Revoke messages are acknowledged
using the Update Ack and Revoke Ack messages. In the current protocol, the initiator
does not expect an acknowledgement to thé&Jpdate message that it sends to the provider.
Thus, there is no mechanism by which the initiator can be ensted that the provider has
received the message. Hence, in Figure 4.4, after sending &fpdate RCert message(8),
the initiator waits for an Update Ack message(9). Only after receiving this message, S
sends theRevokemessage(10). Again, it waits to receive an acknowledgememb the revoke
message (11). The initiator re-sends these messages, if it &@® not receive an ack from the
servents. Further, we have also removed theéRelease message, since this message was no
longer required as part of the protocol.

Figure 4.4: RCert Protocol Message Flow (Modi ed)

Provider (P) Initiator (S) Recommenders
Rl R2.....Rn

1. Query
2. Query Hit (Rcerts)

3. Verify
4. Last-timestamp (revoked)

3. Verify
4. Last-timestamp (revoked)

3. Verify
4. Last-timestamp (valid)

5. Ack
6. Timestamp

7. Transaction

8. Update Rcert
9. Update Ack

10. Revoke
11. Revoke Ack
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4.4.2 Security Extensions

The RCert protocol lacks a mechanism of providing message dlentication. The
receiver of a message will not be able to verify the initiatorof that message, since there is no
information being provided in the messages. Lack of messagmithentication could lead to
ID spoo ng or ID stealth attacks. We propose a mechanism to auhenticate RCert protocol
messages. Further, since each of the RCert units are signeddividually, the provider would
be able to remove certi cates selectively from its history. The onion signature scheme
proposed in this section provides a solution against this poblem.

Authentication

We propose a mechanism by which the peers are able to verify thauthentication
of the sender's messages. The approach we have used is to ud# essential information
about the sender's identity within each protocol message. W then ensure that there is a
mechanism by which we can detect tampering of these messagsthe network using public
key encryption.

The opaque identi er of each peer (GUID) is computed as the seure hash (md5
digest) of the public key of that peer. Each protocol messagécludes the GUID and public
key of the peer (collectively termed asidentity of the peer) who sent the message. This
information along with the message payload is signed digitly using the private key of the
peer before being sent into the network. On the receipt of a m&sage, the receiver rst
veri es the digital signature on the message. If veried, it implies that this message was
received from the network untampered.Now the recipient veres the GUID present in the
message. This ensures that the message is veri ed for authéaity before being processed
at the receivers end. The process of message authenticatios depicted in Figure 4.5.
In Figure 4.5(a), we show the process by which the sender (S)rppares and dispatches a
protocol message and Figure 4.5(b) depicts how this messaggeauthenticated at the receiver
(R).

Onion Signatures

As discussed in Section 4.3, the RCert protocol provides a nohanism by which
rating certi cates are stored locally by the owner. Each rating certi cate is signed indi-
vidually by the corresponding recommender as was describeth Table 4.1 and Table 4.3.
The digital signatures were intended to protect the certi cates from being modi ed by the

owner. Here, we discuss a situation where a malicious provéat is able to tamper with its
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Figure 4.5: Message Authentication in Extended RCert
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certi cates and thus increase its cumulative rating. We then describe the concept of onion
signatures that provides a solution against this vulnerablity.

A malicious provider may be able to selectively remove certcates which have
received negative ratings from its history as depicted in Fgure 4.6. The gure shows a
provider with seven transactions in its history, which includes two bad transactions that
it made in the past. We observe from this gure that the provid er is able to remove
certi cates 2 and 3 from its history and create a new chain of erti cates excluding these
bad transactions. The same argument holds for the fact that he provider will also be able
to add spurious certi cates into its history thus increasing its global rating. This is possible
because all certi cates are not veri ed by the peer receivirg these certi cates (only the most
recent certi cates would be veri ed). More importantly, th is drawback is due to the fact
that each recommender computes a signature only on its own cecate while sending a
new rating certi cate using the Update RCert message.

Thus, in order to protect the integrity of the local certi ca te database, anonion
layered signature schemean be used by the recommenders while sending tHépdate RCert
Message. In this method, the recommender incorporates itsignature over all the previous
certi cates that it received from the provider, in addition to its new rating certi cate. This
can be visualized as having layered signatures, where eachyker contains the certi cate
and signature provided by the previous recommenders { the inermost layer comprises
of the information from the rst recommender and the outermost layer comprises of the
information from the most recent recommender.

This method is illustrated in Figure 4.7. Let us assume that RL, R2 and R3 are
the only recommenders, P is the provider and S is the initiate. Let us assume that R1,
R2 and R3 undergo transactions with P in that order. In this method, when R1 sends
the Update RCert message, it signs the only certi cate RCertl with its digital signature S1,
since it is the rst recommender. When R2 completes its transction, it provides a signature
encapsulating R1's signature. Thus RCertl, S1 and RCert2 beome the payload to compute
the digital signature S2 on R2. Similarly, R3 would provide asignature S3 encapsulating
R1l's and R2's payload and signatures. Thus, if a provider modes any part of its local
certi cate database, the digital signature will fail to mat ch and thus its malicious behavior

can be detected.
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Figure 4.6: Selective Certi cate Deletions
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Figure 4.7: Onion Signatures in RCert
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4.5 Security analysis

In this section, we perform a security analysis on the RCert potocol after incor-
porating the extensions described in Section 4.4. As discged in Section 4.3, this protocol
involves three entities { the initiator who requests for resources, the provider who shares the
above resource (or multiple providers who share the resous) and the recommender who
has a rating for the provider (or multiple recommenders with ratings for each provider). We
consider the behavior of the protocol when one or more of thesentities can be malicious

peers.
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4.5.1 Integrity and Non-repudiation

Public key encryption is being used to maintain the integrity and non-repudiation
of all RCert messages. The content of all the messages is bgimigitally signed using the
private key of the peer. The public key and GUID are being sentin messages to verify the
integrity of these messages. This approach prevents any osider from tampering with the

messages in the network.

4.5.2 Authentication of messages

The extension that was proposed in section 4.4.2 provides fdhe authentication of
messages exchanged by the protocol. The GUID is computed ugj a one-way hash function
as the secure hash of the public key of the peer. We know that an of the properties of
one-way hash functions isweak collision resistence{ i.e. given the hash value H(m) and
the message m, it is computationally infeasible to nd another message m' such that Hm")
= Hm). Thus, given the public key and its hash value, it is computationally infeasible to
nd another public key with the same hash value. This property in conjunction with digital
sighatures (message integrity) safeguards the protocol a&jnst ID stealth or ID spoo ng

attacks.

4.5.3 Validity of RCerts

The last-timestamp message used in this protocol provides fiormation about the
validity of the certi cates. The initiator contacts the pre vious recommender to verify the
validity of the certi cate. If the previous recommender responds with a last-timestamp
message that has not been revoked, then, the certi cate is wto-date. Otherwise, the
certi cate received from the provider is not the latest information and hence, this provider

can be avoided.

4.5.4 Misbehaving entities

Here, we discuss some scenarios assuming one or more of théitexs can be ma-

licious.
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Misbehaving Providers The provider may not wish to divulge previous recommen-
dations, if it has received bad ratings in the past. The esseimal motivation for such
an act could be the fact that the provider has accumulated a raing lower than the
threshold initial value it started with. Hence, to avoid such circumstances, the mini-
mum rating that a peer can receive has been ensured to be greatthan or equal to
the threshold initial value.

Two collaborative peers may conduct multiple transactionswith each other and rate
themselves at the end of each transaction, thus increasingheir global rating value.

To prevent this, only the latest rating (determined by the re ceived timestamp) is used
for calculating the cumulative rating from each peer. If a rating already exists for
the peer, it is overwritten with the new rating. This ensures that the global rating

is calculated as a factor of many independent transactions ndergone with di erent

entities, thus decreasing the e ect of such collusion.

Providers may spurious add rating certi cates or delete cetain certi cates in its his-

tory (for which it has received bad ratings). The property of onion signatures that
was suggested as an extension to RCert detects such misbehav Such misbehavior
is detected because the digital signature on the last certicate will not match the

computed signature.

Misbehaving Initiators: At the end of the transaction, the initiator is expected to
provide a rating of the provider about the quality of the tran saction. If the initiator
refuses to give a rating, then the provider can use theack message in the protocol as a
proof of the transaction. This message can be provided to th@revious recommender
to request arbitration. Although there is no mechanism de ned in the protocaol, it can
be extended to provide the above functionality.

In addition, the initiator may successfully revokethe rating certi cate from the most-

recent recommender without sending theupdate rcert to the provider. This could lead
to an unstable state regarding the transaction. In order to prevent such misbehavior,
the initiator is required to send additional information in the revoke using which the
most-recommender is able to verify that the provider has recied the update rcert
message from this initiator. The initiator sends a signed raing-timestamp as part of
the revoke message. This rating-timestamp is signed by the provider anchppended

in the update ackmessage. The rating-timestamp will include a new time value ad
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the identity of the rater (i.e. identity of the initiator) an d is digitally signed by the
provider. When the most-recent recommender receives theevoke message, it veri es
the signature on the rating-timestamp to ensure that the initiator has sent a new

rating to the provider before sending therevoke message.

Malicious Recommenders A malicious node may send arevoke message attempting
to revoke a legitimate certi cate stored on a recommender. The RCert protocol pre-
vents such misbehavior. The recommender receiving this meage rst veri es if the

timestamp is more recent than the one that it currently possesses for the provider.
It also veri es whether the timestamp was indeed signed by the provider and revokes
the timestamp only if the two conditions are satis ed. Otherwise, the recommender

simply discards the message.

The most recent recommender for a provider may falsely respal with a last-timestamp
message by setting the status as revoked. This act is easilyetected by the initiator
receiving this timestamp message. The fact that this recommender was the most
recent recommender on the provider's list of recommendatio certi cates implies that

a valid last-timestamp message was expected from this peer. Thus a recommender

will not be able to falsely respond with the status of the ceri cate as revoked.

455 Collusions

In non-cooperative networks such as peer-to-peer networks, a&tsof peers may collab-
orate to achieve some of their goals. For example, the provielt and the most-recent
recommender may collude to drop new rating information and evoke message re-
ceived at the two peers respectively. Such a collusion allosvthe provider to drop all
negative ratings that it has received for its bad transactions. The RCert protocol
does not detect such misbehavior in the network. In order to @tect collusions in
the P2P network, certain peers in the networks can behave as aichdogs[33] to the
network, whose responsibility is to detect protocol misbelavior in the network. Such
peers can store the identities of misbehaving nodes and prae this information to
the network, when requested. Another mechanism that can be dopted is to allow
the recommenders to store the ratings at their end in case it hd given a bad rating

for a transaction. Hence, in this extension, in addition to verifying the providers'
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certi cates, the new initiator also queries the network to be informed of any negative
ratings associated with a provider. Thus, the global rating would be a function of
the ratings in the provider's certi cates and the negative ratings received from other
peers. Although this extension makes the protocol use a braigast approach, the
protocol still uses the bandwidth conservatively since thenumber of negative ratings
are much fewer than the number of positive ratings in the netvork.

4.6 Extended RCert vs P2PRep/XRep

We evaluated two protocols before commencing on the implenmation of a repu-
tation system for P2P Networks - P2PRep/XRep and RCert. P2PRep was brie y discussed
in Section 2.2.2. Both protocols were speci ¢ to P2P networls and had di erent approaches
in distributing and storing the reputation information. Th is section highlights the security
features provided by P2PRep and compares them with RCert (wih the proposed exten-
sions). It also compares the two approaches in terms of perfmance such as bandwidth

consumed, delay, etc.

4.6.1 Security Analysis of P2PRep/XRep

Public key encryption has been used to provide integrity andcon dentiality of
messages. P2PRep uses hashes and signatures to detect tamguevotes. A pair of keys are
generated on the y for each poll message that is being sent to the network by the initiator.
When sending the poll request, the initiator includes the s¢ of providerjgs whose reputation
is being enquired and a public keyP K, generated on the y for the poll request. The
recommenders send their responses to the poll by encryptinthem with this public key.
Hence, P2PRep also addresses con dentiality of the votes sé by the recommenders. The
advantage of this method is that the votes and the recommendes identity remain concealed.
To prevent a provider from spoo ng identities, there is a chdlenge-response phase being
used just before the commencement of the download. In this maanism, when the initiator
(S) is ready to download a resource from the provider (P), S chllenges P to assess whether
it corresponds to the declaredserventy. P will then need to respond with a message

containing its public key and the challenge signed with its pivate key. If the signature is
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veri ed successfully at the initiator, then, the initiator proceeds with the download.
P2PRep uses two di erent variations of its protocol { basic polling protocol and
enhanced polling protocol. In the former, the recommendersio not reveal their identities,
whereas, in the latter they reveal their identities. While the former protocol addresses
anonymity to some extent, the latter provides an opportunity for the initiator to choose
votes based on the credibility of the recommenders. To prevaet recommenders from sending

fake poll reply messages, the protocol uses techniques basen IP clustering.

4.6.2 Comparison of the two approaches

In this section, we compare the two approaches RCert and P2PBp/XRep in terms
of security and performance.

Security : Both approaches use public key cryptography to ensure intgrity, au-
thentication and non-repudiation. Both approaches use digial sighatures to verify the
integrity of messages. P2PRep/XRep provides a higher degeeof security by incorporating
con dentiality and anonymity of the participating peers. W hile this provides secrecy of
communication, it causes signi cant overhead at each peersince they would be involved in
encryption and decryption for every P2PRep message procesd. Further, we felt that se-
crecy of communication between the peers is not one of the e=mstial goals for our reputation
system.

Performance : There are dierent factors that we considered to measure tle

performance of the two approaches {

Bandwidth Cost. There is one poll message being broadcast into the networkof
each servent or set of servents per search message in P2PRepBroadcast causes
signi cant bandwidth overheads to the Gnutella network. In RCert, all messages
involving communication between the initiator, the provid er and the recommender

are unicast.

Computational Cost: The P2PRep approach creates a public/private key pair for ech
poll message being sent into the network. Key generation is &ery costly operation
and hence, this approach requires signi cantly higher comptational costs. In RCert,
there is only one public/private key pair being generated fa each peer to serve as its
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identity. It uses the same key pair for authentication and providing integrity of all
RCert protocol messages.

Recommenders' Availability: P2PRep uses a client-side storage approach for storing
reputation information { the reputation content is stored a t the rating peer (recom-
mender) and not at the target peer (provider). Thus, this protocol depends signi -
cantly on the availability of the recommenders, since they ae required to respond to
the initiator with their opinions. On the contrary, RCert pr ovides for server-side stor-
age of rating certi cates, i.e. reputation information is stored locally at the provider.
Thus, in this approach, reputation information about the pr ovider is always available
as long as the provider is online. Further, even if one of the@commenders is not avail-
able, it is still possible to contact one of the previous recommenders and successfully
verify the authenticity of the certi cates.

Reputation Repositories In P2PRep, when A downloads a resource from B, A (recom-
mender) would stores the rating of B (provider) on its node. Hence, in this approach,
a peer needs to provide storage to store the ratings of othergers in the network. On
the contrary, RCert uses server-side repositories, since thprovider stores its own rat-
ing. Hence, RCert does not expect cooperation among peersrfetorage of reputation
information.

Detecting Deceptiort In P2PRep, after completing a transaction, the initiator A pro-
vides a rating about the provider B and stores it locally. This information is not
distributed until explicitly requested from the network. H ence, if A lies about the rat-
ing (i.e in spite of having a good transaction with B, it might give a negative rating
to B), it is not detected by the protocol since this informati on is never broadcast or
provided to B. In RCert, since the provider is able to see the ating obtained from the
initiator, it is possible to detect such malicious behavior.

Thus, from the above comparison of the extended RCert protool and P2PRep/XRep,

we observed that both approaches address the required sedtyr issues of authentication,

integrity and non-repudiation of messages, while providingreputations. The broadcast ap-

proach used in P2PRep/XRep would result in additional overhead in terms of the bandwidth

usage. Similarly, P2PRep/XRep adds more computational ovehead compared to RCert by
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creating public/private key pairs for every reputation message. Thus, we choose to imple-
ment the extended RCert protocol and provide the details of he design and implementation
of this protocol (GTKgREP) in Chapter 5.
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Chapter 5

Design and Implementation of a
Gnutella-based Reputation

Management System

In this chapter we describe the details of the design and impmentation of a
Gnutella-based reputation management system { GTKgREP (GTK-gnutella-Reputation
System). We chose to build GTKgREP as an extension to Gtk-Gnuella considering its
simplistic design, user-friendly GUI, the development envionment used and the open-source
nature of the project. GTKgREP implements the RCert protocol with the extensions that
were discussed in Section 4.4. This chapter describes the @ditional components added to
Gtk-G, message formats, ow of events, state diagrams and tdsscenarios as part of the
implementation. We also provide an assessment of the overlds incurred by the protocol.

For the purpose of this discussion, a transaction is de ned ¢ be an interaction
between the initiator, the provider and the recommender bedgnning with the query mes-
sage from the initiator and ending with the revoke-ack messag received from the previous
recommender. This includes all the intermediate messagesedcribed in Figure 4.4.
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5.1 GTKgREP Subsystems

We have implemented GTKgREP as an extension to the basic immmentation
of Gtk-G. Figure 5.1 shows the primary subsystems involved inthe implementation of
GTKgREP. In this context, we use the terms subsystem component and manager inter-
changeably. We provide this design based on an understandinof the open-source code for
Gtk-G, since no design document is available. The three compeents in Figure 5.1 - PKI
Manager, GTKgREP Reputation System and GTKgREP Reputation Ddabaseare the ad-
ditional components that were added to Gtk-Gnutella as part of this work. In this section,

we describe each of the components in further detail.

5.1.1 Message/Routing Subsystem

The message/routing subsystem is the core of Gtk-Gnutella. Wien a Gnutella
message is received from the network, this component parséhe message (including the
GGEP extensions) and contacts the resource manager if the nssage is a query message.
Further, this contacts the reputation subsystem, if a GTKgR EP message was parsed. It is
also involved in preparing Gnutella request/response mesgjes based on inputs it receives
from the GUI component, resource manager and connection mager. As part of message
processing, it is involved in implementing GNet compressin that was discussed in Sec-
tion 3.5.1. This component also maintains route tables for he leaf nodes by implementing
the QRP protocol, and responds to route requests on behalf ahe leaf nodes, if the peer is

operating as a supernode in the network.

5.1.2 Connection Manager

The connection manager stores all the information about thenetwork connections
associated with a peer. It stores information about the neipbors of a peer and is respon-
sible for generating ping/pong messages and responding taawler messages. It maintains
information about the operating mode of the peer (leaf nhode o superpeer), based on the
average uptime of the peer and available bandwidth (by obtaning this information from
the stats component). The connection manager also implemda the GWebCache which

was discussed in Section 3.5.1.



49

Figure 5.1: GTKgREP Components
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5.1.3 Resource Manager

This component is involved in maintaining information about the resources ( les
and directories) shared on the local node. It is also respoiitsde for indexing all the resources
and setting up query routing tables if QRP is enabled. When a garch request is received
from the network, the message subsystem contacts the resote manager to identify if there
is a match for the search request. It receives triggered evés from the GUI whenever the

user adds/removes new les or directories that it intends to share.
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5.1.4 GUI Subsystem

This component provides data structures for the user interhce used in the im-
plementation of Gtk-G. This component also triggers events lased on inputs provided by
the user and invokes appropriate actions on the GUI or in the ore. This subsystem is
strongly decoupled from the message/routing subsystem, wikh gave rise to some design
issues (discussed in Section 5.2).

5.1.5 HTTP Subsystem

In Gnutella, a direct connection is established between thénitiator and the provider
and the data transfer is performed over HTTP. This subsystemis involved in managing the
HTTP connections associated with a peer. It communicates wh the connection man-
ager and the resource manager to initiate, transfer and terrmate downloads/uploads of

resources.

5.1.6 Property and Stats Database

The property database manages user-con guration parametes and network-con guration
parameters. User-con guration parameters include variabks such as maximum number of
uploads, maximum number of simultaneous downloads, etc. Th network-con guration pa-
rameters include properties such as rewall con guration on the peer, address of the proxy,
etc. The stats database provides di erent static and run-time statistics about the current
session such as the number of active connections, number ofng/pong messages, number
of invalid messages received, etc.

5.1.7 PKI Manager

The PKI manager provides the cryptographic infrastructure required for GTK-
gREP. It provides interfaces for creating public/private k ey pairs associated with each peer,
MD5 [36] hashes and digital signatures associated with eacimessage sent by the peer. We
use RSAREF [10], a cryptographic toolkit from RSA Laboratories to provide the above
cryptographic infrastructure. RSAREF has been designed as library (in C) whose APIs
can be invoked from an application program, such as GTKgREP.
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5.1.8 GTKgREP Reputation Subsystem

The reputation subsystem is the core of GTKgREP. It receivesGnutella messages
from the message subsystem and parses GTKgREP messages @®at as GGEP extensions)
and takes appropriate actions. It also maintains state infomation for each transaction. This
component is responsible for forming GTKgREP request/respnse messages and dispatching
them to the network through the message subsystem. It interats with the PKI manager to
generate the public/private key pair, to form the GUID and to verify/sign all GTKgREP
messages. It communicates with the reputation database todad the reputation information

into the run-time environment and to save run-time con gurati on changes.

5.1.9 GTKgREP Reputation Database

This database stores reputation certi cates received fromother peers and recom-
mendations for other peers. It also stores the history of thetransactions for the owner of
the database. This database is accessed by the reputation baystem when required.

5.2 Design Issues

Among di erent open-source Gnutella implementations, we cltose Gtk-Gnutella
because of its extensive design and simpli ed user-interfae However, the base protocol
had to be modi ed due to some issues in the design of Gtk-G. We dicuss some signi cant

issues in this section.

5.2.1 Stateless Protocol

The Gnutella protocol uses a request/response mechanism. d#ce, it does not
require much state information to be maintained at each node However, each transaction
in GTKgREP involves multiple exchanges of request/respone messages, which mandates
storage of state information for each transaction. Hence, hle implementation was changed
to store important state information on a per-transaction basis.
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5.2.2 Gui-Core Dependency

In Gtk-G, the core is not independent of the GUI. All signi can t data structures in
the core are replicated in the GUI. Hence, when events are tggered, these data structures
are modi ed separately in the core and GUI. Recently, there las been some discussion on
the Gtk-G developers forum to tightly couple these two comporents. However, since the
source code was unavailable at the time of this work, we reptiate data structures used for
GTKgREP messages in the core and GUI.

5.2.3 Non-persistent GUID

Every new instance of Gtk-G created a new GUID for the session.However, in
GTKgREP, a servent wishing to establish some reputation as grovider requires persistence
of this opaque identier. We made necessary modi cations tothe source code for this
purpose. Further, to provide authentication of messages s# by this peer, the GUID is
computed to be the secure hash of the public key of the peer, fovhich only this peer

knows the corresponding private key.

5.2.4 Broadcast searches

By de nition, search requests in Gnutella are broadcast to d connected nodes.
However, the GTKgREP protocol needs to send unicast message Hence, source code in
the connection subsystem and message subsystem were modl & incorporate this feature.
Whenever a unicast GTKgREP message is to be sent, the GTKgREPsubsystem contacts
the connection manager to establish a Gnutella connectiontad then sends the message only

to that peer.

5.2.5 Size of search messages

The implementation did not allow search requests greater tlan 256 bytes to be
sent into the network. The Gnutella protocol draft [29] states Servents MAY drop Query
messages larger that 256 bytes, and SHOULD drop Query messadmsgier than 4 kB. Since
GTKgREP request messages are greater than 256 bytes, the cedn the message subsystem

had to be rewritten to support such messages.
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5.3 Message Formats

This section details the format for all GTKgREP messages. GTKgREP request
messages are sent in the Gnutella query message and respomsessages are sent in the
Gnutella query-hit message. All GTKgREP messages are embeddl in the GGEP exten-
sions of the Gnutella message. More information about the d& structures used in the
implementation can be obtained from Appendix A

While Verify, Ack, Update, Revoke are the GTKgREP request messagesRCert,
Last-timestamp, Timestamp, Update Ack, Revoke Ackare the GTKgREP response mes-
sages.

All request messages are obtained by modifying the Gnutellaguery message as
shown in Table 5.1.

Table 5.1: GTKgREP Request Message Format

| Field | Min Speed | Search Criteria | NUL(0x00) | Extensions block |

The elds Search Criteria and Extensions blockhave been modi ed to have the

following values:

Search Criteria = "GTKGREP:"<TYPE>":"
<TYPE> = "VERIFY" | "ACK" | "UPDATE" | "REVOKE"
Extensions Block = <EXTTYPE><LENGTH><VALUE>

<EXTTYPE> = Verify | Ack | Update | Revoke
<LENGTH> = Length of the extension
<VALUE> = <GUID><EXTN_ELEMENTS>
<GUID> = GUID of peer to whom request is to be sent

<EXTN_ELEMENTS> = The associated extension elements

All response messages only modify the lename eld in the reslts set (Table 3.5)
in the query hit message. This eld is set to the string "GTKGR EP:RESULTS" to indicate
that the query hit is in response to a GTKgREP request message

Table 5.2 shows the message formats of each of the individu®BTKgREP request
and response messages that are embedded within GGEP extenss. It also shows the sizes
of each eld (in bytes).
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Field Rater ID | IP Address | Port | Rating | Counter | Timestamp | Signature
Length 16 4 2 1 1 4 64
RCert Header (148 bytes)

Field Identity | Certi cate Num | Prev Num | Signhature
Length 80 2 2 64
Certi cates (212 + 92n bytes)

Field RCert Header | RCert1 | RCerts | ..... RCert, | Signature
Length 148 92 922 | ... 92 64
Verify Message (236 bytes)

Field Identity | Certi cate | Signature
Length 80 92 64
Last timestamp (91 bytes)

Field GUID | Timestamp | Status | IP Address (Optional) | Port (Optional) | Signature
Length 16 4 1 4 2 64
Ack (148 bytes)

Field Identity | ACK | Signature
Length 80 4 64
Timestamp (152 bytes)

Field Identity | Time | Transaction Counter | Signature
Length 80 4 4 64
Update RCert(236 bytes)

Field Identity | RCert | Signature
Length 80 92 64
Update Ack(148 bytes)

Field Identity | Ack | Signature
Length 80 4 64
Revoke Ack(148 bytes)

Field Identity | Ack | Signature
Length 80 4 64
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5.4 State Machine

This section provides the state machine for the GTKgREP implementation for the
initiator and provider. We do not indicate a state machine for the recommender, since the
protocol only de nes request-response transactions for remmmenders and does not require
storing any additional state information.

Figure 5.2 shows the state machine for the two entities that tave been implemented
in GTKgREP. The part of the gure labelled State Machine - Initiator represents the states
and transitions for an initiator and the part of the gure lab elled State Machine - Provider
represents the states and transitions for a provider. If thee is any kind of error in any state
of the protocol, such as incorrect signature, invalid GUID, etc, the protocol terminates in
the error state for that transaction.

5.5 Flow of events

This section describes the interaction between the compomgs of GTKgREP in
detail. It depicts the invocations made on the three additional components (PKI Manager,
GTKgREP Reputation System and GTKgREP Reputation Database) that were added as
extensions to the existing code base of Gtk-Gnutella.

Figure 5.3 shows the sequence diagram for GTKgREP when the &s wishes to send
a search request. On starting up the client the connection maager looks up the GWebCache
entries in its database and sends connection requests as paf the peer discovery process. It
also exchanges ping/pong messages with the network. When ¢huser enters a search string,
the GUI makes a call onto the message/routing subsystem to iitiate a search request,
which in turn sends a query message into the network. After reeiving replies to the query,
the servent would pass them on to the User Interface, which igesponsible to display the
results to the user. At this point, our code intercepts the message and passes it into the
GTKgREP reputation subsystem to parse the reputation extensions. After verifying the
signature, GUID and the RCerts in the query response, the GTKJREP subsystem requests
the connection manager to set up a connection with the recommnder and prepares the
Verify message. Again the handle is passed to the message/routinglsystem to dispatch
the Verify message.

A similar sequence of calls follow for each of the request/mponse messages follow-
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Figure 5.2: GTKgREP State Machine
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Figure 5.3: GTKgREP Sequence Diagram
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ing the Verify message up to the beginning of the download process, desceithin Figure 4.4.
For brevity, this information has been represented asdots in the sequence diagram. After
receiving the timestamp message, the GTKgREP subsystem contacts the HTTP subsystem
to initiate the download. The HTTP subsystem establishes anHTTP session with the
provider and begins transfer of the le.

After completion of the download, the GTKgREP component contacts the GUI
to initiate an interface for providing a rating to the provid er. When the user is ready to
provide the rating, the sequence of interactions between t components are similar to the
one described above starting from the dispatch of thdJpdate RCert message to the receipt
of the Revoke Ackmessage.
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5.6 Test Scenarios

This section describes some test cases that were examined terify the imple-
mentation. These test cases were intended to verify the coactness of the protocol. We
examine the protocol in cases where the participants followthe protocol as de ned. We
also identify a few cases of abnormal behavior among the etiies and provide results from
these scenarios.

We used a test bed that was set up for this purpose on the intrapt. The test
bed comprised of four participating nodes as shown in Figuré.4. These nodes were ran-
domly chosen to behave as the initiators, providers and reammenders in di erent network
con gurations.

While logging into the network using Gtk-Gnutella, a peer contacts a well-known
host cache to discover its neighboring peers in the networkSince the test bed was within
the intranet, there was no publicly available host cache to dscover its neighbors. Thus,
each peer had to be manually con gured to be connected to thether peers on the test bed.
This provided us the exibility to con gure di erent networ k scenarios between the peers.
The dotted lines in Figure 5.4 indicate the possible connegbns between peers within the
test bed.

Bootstrap : The bootstrap involved successful creation of a public/pivate key
pair for each peer and computation of the GUID as the secure hsh of the public key
of the user. This information was stored in the Gtk-Gnutella con guration le. In all
future transactions, the information for the GUID and key pair was obtained from this
con guration le. Each peer starts with a default rating (th reshold) and creates and stores
a certi cate for itself on startup, since it has no transactions in its history { all peers
startup as being their own recommenders. Thus, a servent istde to identify that it is
communicating with a new peer by examining this certi cate information.

Normal transaction : In this setup, we tested a simple transaction between an
initiator and a provider, in the presence of one recommendefor that provider. The initiator
was able to successfully verify the signature on the rating erti cates received from the
provider. We also veri ed the authentication of messages eshanged between the initiator,
provider and recommender. As part of this test case, the neterk was set up to have two

di erent con gurations:

Directly connected peers In this scenario, the initiating peer was assumed to be
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Figure 5.4: P2P Test Bed
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connected directly to the provider and recommender (neighbrs). Hence, GTKgREP
messages were directly sent and received by the three entts. The initiator was
able to successfully download a le from the provider and praide a new rating for
this transaction. It was veri ed that all the entities updat ed their reputation and

recommendation databases at the end of this transaction.

Routed Peers The setup was modi ed to allow the initiator to be able to communi-
cate with the provider and recommender who were multiple hog away. Hence, the
GTKgREP messages were being routed by intermediate nodes tthe destination en-
tities. Just as in the previous case, we tested a successfuiansaction. Since this case
was carried out following the previous case, the global ratig for the provider was

veri ed to incorporate the rating from the previous transaction.

Multiple Providers : The shared resources on the nodes were modi ed to have
multiple providers sharing the same resource (le) in the néwork. On sending a search
request for this le, the initiator received a response from multiple providers, indicating

that they possessed the content. The initiator was able to se the rating for each of these
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providers on the GUI and was able to select the best providerfrom this list. It then initiated
the download from these reputed peers. At the end of the tranaction, the initiator provided
a rating that was sent to all the providers from whom the le was downloaded.

Multiple Recommenders : We modi ed the network con guration and the cer-
ti cates stored, such that, the network consisted of one intiator, one provider and two
recommenders for this provider. We considered two cases thdested scenarios when the

most recent recommender was available and was o ine.

Most recent recommender online This scenario was similar to the case in which we
described a normal transaction. Since the most recent recomender was available,
the initiator was able to receive a last-timestamp message verifying the providers'
certi cates. The transaction proceeded as expected and thenitiator was able to

download the le from the provider.

Most recent recommender o ine : In this test case, we were able to test the behavior
of the protocol where the initiator had to contact previous recommenders to verify the
providers' rating certi cates. The most recent recommende was intentionally shut-
down for this purpose. When the initiator did not receive a response from the most
recent recommender for itsverify message, it contacted the previous recommender
(who was online). On receiving thelast-timestamp message from the previous recom-
mender, the initiator veri ed that the status in this messag e was revoked and that the
IP address and port number corresponded with that of the mostrecent recommender.

Tampered Certi cates : This test case was able to verify the onion signatures
described in the extended RCert protocol. We tested a scen& where a provider tampered
with his/her certi cates. We spuriously added new certi ca tes at the provider and deleted
some old certi cates that had received bad ratings. When theinitiator received the rating
certi cates from the provider, it detected that the digital signature on these certi cates were
incorrect. The certi cates were dropped and the transaction failed in such a case. Similarly,
we tested veri cation of digital signatures on all other messages and dropped them if the

signature in the message did not match with the computed sigature.
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5.7 Assessment of overheads

In this chapter, we provide an assessment of the overheadsaarred on the Gnutella
network, while providing the security features discussed.We provide statistics about the
bandwidth consumed on the network, the delay encountered ath a count of the number of

public key encryptions performed by the protocol.

5.7.1 Bandwidth Usage

The total bandwidth consumed on the network by the exchange 6 RCerts when
an initiator receives responses from n providers, each of vith have m recommenders is
given by the formula:

bandwidth,cert = n * (rcert _headersize + (rcert_size * m))

We plot the bandwidth consumption as a function of the number of providers and
number of recommenders in Figure 5.5 for n = 30, m = 30. From ths plot we observe that
even in the worst case of 30 providers and 30 recommenders,gaimaximum bandwidth used

by the RCert messages is of the order of 85Kb.

Figure 5.5: Certi cate Bandwidth vs Number of providers and recommenders
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Number of Recommend
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The total bandwidth consumed by the protocol for a transaction would involve
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bandwidth contributions from all the GTKgREP protocol mess ages. For the purpose of
computing the total bandwidth, we assume the ideal case in with the initiator contacts
only the most recent recommender and receives a successfakt-timestamp message. The
total bandwidth is given by the sum of all the message sizes alselow:

bandwidthya = rcertheadersgj,e + history * rcertgize + verify sze + lasttimestamp gize

+ acksize + timestampgize + updatesize + updateack;e + revokesi;e + revokeack;ze

Figure 5.6: Total Bandwidth Consumption
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Figure 5.6 plots the total bandwidth consumed for the ideal @se of contacting only
the most recent recommender. In this graph, the size of the Htory for each provider is
assumed to be xed at ve certi cates. We observe the linear usage of bandwidth with the
increase in the number of providers. The total bandwidth corsumed can be further reduced
in the presence of GNet compressions. We do not have results indicate the percentage of
bandwidth compressed using this mechanism.

5.7.2 Round Trip Delays

In this section, we summarize the delay incurred in GTKgREP. The original

Gnutella protocol needed two round trips to complete a transaction. In GTKgREP, there
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Message RCert | Verify | Last-TS | Ack | Timestamp | Update/Ack | Revoke/Ack

Initiator 1 1 1 1 1 3 2

Provider 2 - - 1 1 2 -

Recommender - 1 1 - - - 2

Table 5.4: Total Signatures and Hashes
Initiator | Provider | Recommender

Number of signatures computed 6 2 2
Number of signatures veri ed 4 4 2
Number of hashes (MD5 Digests) computed 4 3 2

are additional round trip messages being exchanged. To ideify the number of round trip
times spent in this protocol, we assume the ideal case in whicthe initiator contacts atmost
one recommender and receives a successfabt-timestamp message. We observe that the
protocol would require six round trip times to complete a transaction.

5.7.3 Cryptographic Statistics

GTKgREP uses public key cryptography to sign and to verify signatures. Thus,
in this section, we summarize the number of public key compuations encountered in the
protocol. Each peer computes a new public/private key pair vhen it rst joins the network.
This would also include situations where the peer changes stidentity. Further, the peer
uses one hash to compute its GUID as the hash of its public keyThus, bootstrap involves
one public/private key generation and one hash.

Subsequently, signatures are computed before sending GTHRREP messages and
are veri ed on receiving a message. Further, hashes (MD5 digts) are computed on receiv-
ing these messages. Table 5.3 indicates the number of signekes computed or veri ed for
each GTKgREP message by each entity.

Table 5.4 identi es the total number of signatures and messge digests computed
for every transaction. This table gives an indication of the total overhead incurred by the
protocol in terms of encryption.

In this chapter, we have highlighted the design incorporatel to build our Gnutella-
based reputation management system. We have also describdlle implementation details
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of GTKgREP. We have thus realized the practical deployment d such a system in peer-
to-peer networks. We have summarized the overheads incurreldy the protocol in terms of
bandwidth consumed, round-trip delay and number of encryptions.
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Chapter 6

Conclusion and Future Work

This work identi es and analyzes di erent approaches to build reputation systems
in peer-to-peer networks. We identify one such reputation sygem - RCert and compare it
with another existing approach P2PRep, in terms of bene ts, performance and security.

RCert uses public key cryptography to provide message integty. It involves a
sequence of messages being exchanged between three ergitighe initiator, provider and
recommender to exchange and stores reputations and to rateaeh other about the quality
of transactions. We chose to extend RCert because of its e aént use of bandwidth and
computational resources. The protocol was extended to inaporate additional messages to
allow peers to rate each other at a later time, thus allowing hem to evaluate the quality of
the transaction. We also identi ed the vulnerabilities of t his protocol and provided solutions
against the same. The protocol was extended to include mesga authentication and onion
signatures to prevent the certi cate owner from tampering with his/her certi cates. We
performed a security analysis on the RCert protocol and ideti ed its bene ts and features.

We have provided the design and implementation of the extendd protocol - GTK-
gREP using Gtk-Gnutella, a Gnutella client on Linux. As part o f the design, we provide
the state machine for the initiator and provider. We describe the components added into
Gtk-Gnutella to incorporate the functionality and highligh t the data ow between these
components using sequence diagrams. We have provided resulof our implementation

indicating the additional overhead incurred at the cost of providing security.
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6.1 Future Work

Our work can be extended to detect and prevent deception in tie network. Presently,
if the initiator provides a malicious rating at the end of the transaction (For eg: rates a
good transaction with a zero rating), there is ho mechanism o prevent or punish such
misbehavior. Thus, further research could address this isge.

Another direction of research is to attempt incorporating GTKgREP into hybrid
networks where leaf nodes and superpeers exist in the systenHere, only the superpeers
would be involved in storing reputation messages and in respnding to requests on behalf
of the leaf nodes. This approach can give additional bene tan terms of performance of the
network, since reputation messages would eventually be paessed only by high-bandwidth

superpeers.
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Appendix A

Data Structures in GTKgREP

/ /
/ GTKgREP data structures /
/ /

[ Structure: RCert
Data structure that maintains rating certi cate informati on
/
typedef struct _rcert f
gchar rater_id[16];
guint32 ip_addr; / IP address of the peer who rated this (current) peer/
gintl6 port; / Port number of the peer who rated this peer /
gint8 rating; / Numerical value of rating provided ranging from 0 to 1/
gint8 counter; / For later use /
gint32 timestamp;/ For later use /
guchar digital _sig[DIGITAL _SIGNATURE _LEN]; / This is the signature of the
content of the certi cate
that was signed by the
peer who provided the rating
/



g reert;

[ Structure: ldentity

Data structure that contains a peer's identity information
/

typedef struct _identity f
gchar ownerid[16]; / GUID of the owner who sent this message/
guchar public_key[PUBLIC KEY _LENGTH]; / public key of the owner who

sent this message/
g st_identity;

| Structure: RCert Header
Data structure that maintains header information about the list of RCerts stored
locally by the provider
/
typedef struct _rcert_hdr f
st_identity identity;
guintl6 cert.num; / Certi cate number /
guintl6 prev_cert; / Previous certi cates, O if none /
guchar digital _sig[DIGITAL _SIGNATURE _LEN];
g rcert_hdr;

[ Structure: Global State List
A new state element is created for each provider within a
transaction

/

typedef struct _global state list f
gchar provider_guid[16]; / GUID of the provider /
gchar recommenderguid[16]; / GUID of the recommender /
state_table_element state; / Current state of the transaction /

g st_global_state_element;
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[ Structure: Pending Searches
Data structure that maintains state information about a
transaction
/
typedef struct _pending searches
gchar provider_guid[16]; / GUID of the provider /
gint32 provider_ip; / IP address of the provider /
gintl6 provider_port; [ Port number of the provider /
gchar recommenderguid[16]; / GUID of the recommender /
gint timestamp; | Timestamp received from the provider /
gint8 rating; / This value is between 0 and 1 and is the rating that
is provided by the user at the end of the transaction
/
gint update_status; / one of grepstate_init, grep _state_sent,
grep_state_ack /
gint revoke_status; / one of grepstate_init, grep _state_sent,
grep_state_ack /
g st_pending searches;

[ Structure: ts_element
This data structure stores the timestamps sent to the
initiator who requested for a resource. A new element of thidype is
created every time a new ACK message is received and a new TIMETAMP element
is being created
The timestamp is then matched to an incoming UPDATE RCERT message to ensure
that we have received the update from the right peer
/
typedef struct _ts_element f
gint timestamp; [ Timestamp sent to the initiator /
gchar remote guid[16]; | GUID of the initiator /
g st_ts_element;



/ /
/ PKI Data Structures /
/ /

[/ RSA public and private key.
/
typedef struct f

unsigned int bits; / length in bits of modulus /
unsigned char modulusf]MAX_RSA_MODULUS _LEN]; /[ modulus /
unsigned char exponentfMAX RSA_ MODULUS LEN]; /' public exponent /

g R.RSA_PUBLIC _KEY;

typedef struct f

unsigned int bits; / length in bits of modulus /

unsigned char modulusf]MAX_RSA_MODULUS _LENJ; /" modulus /
unsigned char publicExponentfMAX_RSA MODULUS LEN]; / public exponent /
unsigned char exponentfMAX_RSA_MODULUS _LEN]; [ private exponent /
unsigned char prime[2][MAX_RSA_PRIME _LEN]; | prime factors /
unsigned char primeExponent[2][MAX_ RSA_PRIME _LEN]; / exponents for CRT /
unsigned char coe cientfMAX _-RSA_PRIME _LEN]; / CRT coecient /

g R.RSA_PRIVATE _KEY;
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