Reasoning about Complementary Intrusion Evidence
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Abstract— This paper presents techniques to integrate and critical resources and users’ interests. Though the niissio
reason about complementary intrusion evidence such as inision  impact based method can automate the analysis of intrusion
alerts generated by intrusion detection systems (IDSs) aneports alerts, the construction of a mission-impact based model

by system monitoring or vulnerability scanning tools. To failitate . . . .
the modeling of intrusion evidence, this paper classifies trusion requires substantial human intervention, and the coristiuc

evidence into eitherevent-based evidence or state-based evidence. model is highly dependent on the monitored systems. Thus, it
Event-based evidence refers to observations (or detectish of is desirable to seek other effective mechanisms that cadidan

intrusive actions (e.g., IDS alerts), while state-based evidence complementary intrusion evidence automatically.

refers to observations of theeffects of intrusions on system states. : : : :
Based on the interdependency between event-based and state In this paper, we develop techniques to automatically in

based evidence, this paper develops techniques to autormtily ~tegrate and reason about complementary intrusion evidence
integrate complementary evidence into Bayesian networksand including IDS alerts, reports from system monitoring or-vul
reason about uncertain or unknown intrusion evidence base@®n nerability scanning tools, and human observations.

verified evidence. The experimental results in this paper daon- Our approach is based on the interdependency between

strate the potential of the proposed techniques. In particlar, . .
additional observations by system monitoring or vulnerabiity attacks and system states. That is, an attack may needncertai

scanning tools can potentially reduce the false alert rate ed ~ System states to be successful, and will mpdify the system
increase the confidence in alerts corresponding to succesbf states as a result. However, IDS alerts, which represent de-

attacks. tected attacks, are uncertain due to the imperfection atatir
IDSs. To reason about uncertain IDS alerts, our approach au-
. INTRODUCTION tomatically builds Bayesian networks that consist of valda
representing IDS alerts and system states. With additional
It is well-known that current intrusion detection SysteMgomplementary evidence about system states provided by
(IDSs) produce large numbers of alerts, including both @ctusystem monitoring tools, vulnerability scanning tools,dan
and false alerts. The high volume and the low quality ¢fyman observations, we can then make further inference
intrusion alerts (i.e., missed attacks and false alerts§emia ahout uncertain IDS alerts. As a result, we can increase our
a very challenging task for human users or intrusion respongnfidence in alerts corresponding to successful attaci, a
systems to understand the alerts and take appropriatéactigy the same time reduce the confidence in false alerts.
Several alert correlation techniques have been proposed tqhe main contribution of this paper is a reasoning frame-
facilitate the analysis of intrusion alerts, includingsedased \york for complementary intrusion evidence. To our best
on the similarity between alert attributes [9], [13], [2832],  knowledge, this is the first attempt tutomaticallyintegrate
previously known (or partially known) attack scenarios][14and reason about complementary intrusion evidence such as
[15], and prerequisites and consequences of known attagk$ alerts and vulnerability scanning reports. In additive
[10], [23]. However, most of these correlation methods BCiyso perform a series of experiments to validate our approac
on IDS alerts, overlooking other intrusion evidence predd ang gain further insights into the problem. The experimienta
by system monitoring tools (e.g., anti-virus software) angsyits demonstrate the potential of the proposed apprasch

vulnerability scanning tools (e.g., Nmap [4]). Since nor_ie Quell as the effectiveness of our techniques.
the above methods can perfectly construct attack sceru®s  The rest of this paper is organized as follows. The next

to the imperfection of the IDSs, it is desirable to include adection describes our techniques to integrate and reasan ab

ditional, complementary intrusion evidence to further i@ oo mplementary intrusion evidence. Section Il presents th

the performance of intrusion analysis. results of our initial experiments. Section IV discusseateel
Several researchers recently investigated ways to cansigek. Section V concludes this paper and points out some

multiple information sources during intrusion analysi2]l2 fyture research directions. The appendix includes adtditio
[25]. A formal model named M2D2 was proposed to represeggtails about our experiments.

data relevant to alert correlation, including charactiessof

monitored systems, properties of security tools, and ekser I
events [22]. Though quite useful for alert correlation, M2D

does not provide a specific mechanism to automatically rea-n this section, we present our techniques to reason about
son about information provided by multiple sources. Anotheomplementary intrusion evidence, including IDS alertsl an
mission-impact-based method [25] reasons about the metevareports from system monitoring tools or vulnerability scagy

of alerts by fusing alerts with the targets’ topology and-vutools. In the following, we first describe our representatid
nerabilities, and ranks alerts based on their relatiorsshigh  intrusion evidence, and then present the framework to reaso

. REASONING FRAMEWORK



about complementary intrusion evidence using Bayesian netliable due to the verifiable nature of most system atteibut
works. We can assume the confidence in a verifiable attribute is
However, some other system attributes cannot be checked
easily. For example, we may not know whether an attacker has
We classify intrusion evidence into two categoriesent- acquired a user’s password by looking over his/her shoulder
based evidencend state-based evidencé&vent-based evi- |n addition, some system attributes are difficult to check du
dence refers to observations (or detections) of attacks. k@ the security policy on the target system or performance
example, an IDS alert of a buffer overflow attack against a weBasons. In such cases, unless we have any further knowledge
server is event-based evidence. State-based evidence tefeor evidence about the attribute, we assume the confidence in

observations of theeffect of attacks on system states. Fokych an attribute i6.5. Intuitively, this represents the lack of
example, the existence of a rootkiin a machine is state-basednformation about the state of the attribute.
evidence indicating that the machine has been compromisedp) Event-Based Evidencéfypical sources of event-based
1) System Attributes and State-Based EvideMe:follow evidence include event logs, IDS alert logs, network traffic
[7], [28] to represent system states (e.g., vulnerabslit&t- |ogs, system call logs, etc. Different kinds of logs provide
tacker access privileges, and network connectivitiesyatem event-based evidence on the system in different granietgrit
attributes (or simply attributeg, each of which is a booleanand toward different aspects of the system. In this paper, th
variable representing whether the system is in a certate stgnly event-based evidence we consider is IDS alert, which is
or not. For example, we may usRootkitinstalled in a coarser granularity but semantically richer comparét w
= True to represent that a rootkit is installed on the syssther types of system logs. We will use IDS alerts and event-
tem of concern. Notation-wise, we use a system attribui@sed evidence interchangeably in the rest of the paper. Our
directly to represent that it is True, and use its negatiqapresentation of IDS alerts is closely related to our maodel
to represent that it is False. For example, we may ug@acks. Thus, we first introduce our representation otksta
RootPrivilege to represent that an attacker has agefore discussing IDS alerts.
quired root privilege on the system, and use its negationSimilar to [7], [28], we model an attack as an atomic
—RootPrivilege if not. There may be implication rela- transformation that establishes a set of system attrilmatibesd
tionships between attributes. For examiepotPrivilege postcondition given a logical condition callegrrecondition
implies FileTransferPrivilege , which indicates that over system attributes. Intuitively, if the preconditioh an
an attacker having the root privilege also has the priviege attack is satisfied, the attack can then transform the system
transfer files from/to the system. Note that such a represgito the state specified by its postcondition. Given a certai
tation can be extended to include variables to provide mosgvilege, an attacker may exploit some vulnerabilitiesaof

A. Modeling Intrusion Evidence

flexibility. For example, we may usRootPrivilege () system to launch an attack, which may introduce further
to represent the attacker has acquired root privilege onxos yulnerabilities into the system, or give more privilegestie
However, for simplicity, we do not do so in this paper. attacker. For example, an attaskhd _buffer _overflow

State-based evidence consists of observations on sysi@@y havesshd _running Asshd _vulnerable  as the pre-
attributes related to possible attacks. They may be celiecicondition, and{root _access, -—sshd _running } as the
by vulnerability scanning tools (e.g., Nmap [4], XScan [83] postcondition. In other words, ashd _buffer _overflow
system monitoring tools (e.g., anti-virus software), aotlgh  attack requires that the victim system runs a vulnerable
human observations. Such system state information may dgemon, and as the result of this attack, the attacker gadrns r
changed during running time, and such changes may f€cess privilege and tteshd daemon stops running.
detected by monitoring/scanning tools. We refer to the gean |DS alerts represent potentially detected attacks. Thies, w
of an attribute as aattribute alteration Since these attribute can model IDS alerts in a similar way to attacks. However, IDS
alterations are potentially related to attacks, the timferin alerts are not exactly the attacks launched toward thetteluge
mation of them is also important for intrusion analysis. Thg the imperfection of current IDSs. On the one hand, an IDS
timestampof an attribute alteration is the time when thenay report a false alert when it mistakes a normal operation
alteration is detected or inferred. Such a timestamp can fog an attack. On the other hand, an IDS may raise no alert
stored together with each attribute alteration. about an actual attack if the IDS does not recognize it. One

For convenience, we refer to the probability for a systegoal of this paper is to use the additional information pdev
attribute to be True as theonfidencen the attribute. When py state-based intrusion evidence to enhance our confidence
a system attribute is in negation form, the confidence in th¢ alerts representing successful attacks and at the samee ti
attribute is the probability that the negation form is Trugeduce our confidence in false alerts. Moreover, we woul lik
For example, the confidence insshd _running is the to make reasonable hypotheses about attacks possiblydmisse
probability that-sshd _running is True. Compared with py the IDSs based on complementary evidence, and thus make
IDS alerts, reports by scanning/monitoring tools are mofRe re-constructed attack scenario more consistent arserclo

1A rootkit is a collection of tools (programs) that a hackeesiso mask to the re.a“ty' .
intrusion and obtain administrator-level access to a cderpar computer To facilitate the reasoning about IDS alerts, we use the true
network (http://searchsecurity.techtarget.com ). alert rate of each attack to represent its quantitative gntgp



The true alert rate of an attack type,TdenotedTAR(T) is a system attribute, it can denote either a piece of stateebas
the probability for a corresponding alert to represent dnac evidence (e.g., scan report), or a hypothesized attridtge a
typeT attack. The true alert rate of each type of attack can lation caused by an IDS alert. A node denotes a hypothesized
gathered by analyzing historical data. It represents oiar prattribute when the attribute is in the postcondition of tttack
knowledge about IDS alerts based on previous experiencerresponding to an IDS alert. Each node is timestamped. The
One may observe that true alert rates are not stable singe thimestamp of an alert node is the time when the corresponding
are dependent on not only the quality of the IDSs, but alsativities take place, while the timestamp of an attributelen
the attack frequency and background activities in a specificthe time when the attribute alteration is observed oriefi:
system. However, in the later part of this paper, we will $e& t  All edges in the graph are directed. An edge from an alert
our reasoning approach is still useful despite these w@inleli node to an attribute node represents that the corresponding
true alert rates, because it reduces the uncertainty afsioin  attack changes the system attribute into this new state. An
evidence when additional verified evidence is considened. édge from an attribute node to an alert node represents that
some senseTAR(T)is the belief that a typeT alert is a real the attribute is a part of the precondition of the correspand
instance of attack, and our reasoning framework is to imgreattack. An edge from an attribute node to another attribute
or decrease our belief in alerts based on complementagde represents that the first attribute implies the second
intrusion evidence. attribute. There are no edges that connect two alert nodes
Similar to the confidence in a system attribute, we refer together directly.
the probability that an IDS alert corresponds tesurcessful ~ We construct such a graph starting with the initial system

attackas theconfidencen the alert. state, which is represented in the graph as a set of attribute
We summarize our prior knowledge about IDS alerts armbdes corresponding to the initial attributes. As time goes

attacks below: by, new IDS alerts and system monitoring reports are raised.

« An IDS alerte of attack typeT has the probabilitifAR(T) When a new IDS alert is reported, a corresponding alert node
to be a real attack; is added into the graph only if the alert’s precondition is

« Areal attackE has probability 1 to be successful when it§valuated to be True given the attributes presented in the
precondition is satisfied by the system attributes befogéaph by the time. Also, edges are added from the latest
the attack happens: attribute nodes corresponding to the attributes in thet'aler

« A real attackE has probability 0 to be successful ifPrecondition to the newly generated alert node (to reptesen
its precondition is not satisfied by the system attributdge causal relationships). To serve the same purpose, edges

before the attack happens; from the alert node to its postcondition attribute nodesaése
« The attributes in the postcondition of a successful attaggtablished when they are created. For each attribute mode i
E are True after the attack happens. the alert’s postcondition, if nodes related to the samébati
_ _ already exist in the graph, which could either be caused by
B. Basic Reasoning framework some previous alerts or reported by system monitoring tools

In normal situations, a system should stay in a legitimagn edge from the latest such node to the new node is added
state. Starting from a legitimate system state, an attacksr to represent the implication relationship. By doing so,heac
launch a sequence of attacks to get the system into soattsibute node in the graph represents the accumulatieetsff
intermediate states, and finally into the attacker’s object on the attribute of all the prior related alerts. Thus, whan a
state. It is easy to see that there exist causal relatiomshitribute is part of the precondition of an alert, only thtea
among attacks and system attributes. Our approach is to a#igibute node before this alert is connected to the aledeno
these causal relationships to reason about complemem&ry |
alerts and system attributes reported by scanning/mamitor
tools. Specifically, we organize IDS alerts and system at-
tributes into Bayesian networks [17] based on those causal
relationships, and use these Bayesian networks to reasan ab
complementary intrusion evidence.

1) Network Structure: To identify and represent these
causal relationships, we integrate IDS alerts with system
attributes based on the preconditions and postconditiédns o DDoS_daemon
attacks. Specifically, we place IDS alerts, available syste installed
attributes, and system attributes possibly modified by the
corresponding attacks into a directed graph, which we call Fig. 1. A Bayesian network built from intrusion evidence
an alert-attribute network

Each node in such a graph is a binary variable representing-igure 1 shows an example alert-attribute network, which
either an IDS alert or a system attribute. For brevity, weréd is constructed as discussed above. The gray nodes represent
a node representing an IDS alert (or a system attributegttiire initial or updated system attributes, and the white nodes
as an IDS alert (or a system attribute). When a node repiesarpresent IDS alerts. Initially, both attribusshd _running

sshd_running vulnerable_sshd

sshd_buffer_overflow

—sshd_running root_access

install_mstream_
zombie



sshd_running sshd_vulnerable

and vulnerable _sshd are set to True. For simplicity,
we do not show the initial system attributes that are not
involved in the precondition or postcondition of the corre-

sponding attacks. Alegshd _buffer _overflow indicates i | i e S
an attempt to compromise the system through the vulner- ssha_burlengyerfiow| FALSE | FALSE 0
able sshd. The precondition a&shd _buffer _overflow TRUE | FALSE 0

is sshd _running Avulnerable _sshd, and the postcon- TR 00
dition is {—sshd _running, root  _access }. Thus, this

attempt can be successful since its precondition is satisfie
in the system state. As a result, this attack introduces two

root_acce —sshd_running

attribute alterations:»sshd _running androot _access . sshd_buffer | P(root_acces | | sshd_buffer | p(sshd_running
. overflow =TRUE) _overflow =TRUE)
In other words, the attacker stops the sshd daemon and gains FALSE 0 FALSE 0
TRUE 1 TRUE 1

root access to the system. As shown in Figure 1, the attacker
then installs a mstream zombie program, changing the attérib
DDoSdaemon_installed from False to True. Fig. 2. Conditional probability tables in an alert-atti®wunetwork
2) Conditional Probabilities: A Bayesian network is a
directed acyclic graph (DAG), where each directed edge rep-
resents a causal relationship between the two ends of theg edy system scanning/monitoring tools). The tables assettiat
and each node stores a conditional probability table deisgri With root _access and—sshd _running show examples
the statistical relationships between the node and itsnpar€f such conditional probabilities. Similar to the aboverexde,
nodes [17]. we only show the probabilities for the attributes to be True,
Based on the construction of the alert-attribute netwdrk, from which the probabilities for the attributes to be False ¢
is easy to see that a graph constructed in that way is acych€. easily computed.
Indeed, all the edges are from previously existing nodes to3) Reasoning about Intrusion Evidencéhe Bayesian net-
newly added nodes, and thus will not result in any cycle. Fromorks constructed in this way offer an excellent opportutat
our discussion above, the causal relationships among thesnoreason about the uncertain intrusion evidence, partigutiae
in an alert-attribute network are obvious. Now we discuss hdDS alerts. We call those attributes with a confidence value o
to determine each node’s conditional probability tablersat t 1 the verified attributes. The report of such verified attrisut
the alert-attribute network becomes a Bayesian network. are observations of facts. When new verified attributes are
When an IDS alerk is reported, the probability for the reported by system monitoring/scanning tools, we can use
alert e to be a real attack i§°AR(e). The variablee being these observations to re-compute the confidence values in
True represents that the corresponding attack is suctéed&fu the related previous objects in the network with Bayesian
assume an attack will succeed if its precondition is satisfiegnference. Take the Bayesian network shown in Figure 2
Thus, the probability ot being True is the true alert rate ofas an example. We may be uncertain about an IDS alert
the corresponding IDS alert when its precondition is satisfi reporting a buffer overflow attack againsshd , since the
or 0 otherwise. Since an attack’s precondition is a logitbS has reported the same type of alerts incorrectly in the
formula of system attributes, the conditional probabilitf past. However, if by scanning the system we find thstid
an alert node can be easily derived. The conditional proba-not running properly after the IDS reports this alert, we
bility table associated with nodeshd _buffer _overflow can then update the confidence-sshd_running to be 1.
in Figure 2 shows such an example, where we assurhbus, we are more certain about the alert, which caused the
TAR(sshd _buffer _overflow) = 0.6. Note that the prob- attribute alteration. Though human users would do the same
ability of an IDS alert variable being False under thesegmec reasoning, placing these evidence into Bayesian networks
ditions can be easily computed from the above probabilitiesffers additional benefits, since such a reasoning procass c
Thus, we do not include them here. then be performed automatically and systematically. Alsths
Conditional probability tables associated with system ateasoning could become too difficult for human users when
tributes are even simpler to compute. Indeed, if an IDS algf¢aling with very complicated scenarios.
e represents a successful attack, all the system attribates ilt is easy to see that the more verified state-based evidence
its postcondition should turn to True. Otherwise, the systewe have, the better judgment we can make by reasoning
attributes that are False before the IDS alert should remahout the uncertain IDS alerts and system states. This stggge
False. If two attribute nodes of the same attribute are cctede that we should monitor the system closer and possibly scan
together with an edge representing implication relatigmshthe system more frequently, as system monitoring tools and
and the earlier one is True, the latter one should also telnerability scanning tools usually generate evidencthwi
True. Thus, the conditional probability of a system attiébu high confidence value. However, such monitoring and scannin
a being True would bel if at least one of its parentare often expensive and may hurt the other applications by
variables (either alert nodes or attribute nodes) is Traé, aconsuming resources. Thus, it is important to determine the
0 if all its parent variables are False (unless it is reporte@ht balance for system monitoring and scanning actwitie
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Nevertheless, this problem is out of the scope of this pap&mction Prob(S), whereS is the set of all the nodesk(, X5,
We leave it for future consideration. -~ Yy, -, M, ---) in the Bayesian network.

4) Merging Attribute Nodes:As discussed earlier, there BecauseA and B's probability values solely depend on
may be edges between attribute nodes corresponding to FeandY;, given a set of input4, B, {X;}, {Y:}, ), the
same attribute, which represent implication relationshie- probability valueProb(A, B, {X;},{Y;},- - ) either equals to
tween them. We observe that in certain cases, such attrib0tas A and B cannot beTrue given ({X;},{Y;}), or equals
nodes can be merged without affecting the reasoning abtutProb({X;},{Y;},---) as A and B are determined to be
intrusion evidence in alert-attribute networks. This alsagon True given ({X;},{Y;}). Thus, the result of margining out
is reflected by Lemma 1, which is presented next. For the sakkeand B from Prob(S) before merging into B
of presentation, if two attribute nodésandB are connected

with edge(A, B) , we refer to the action of removing node ZZPTOb(Ava {Xi} Y5} )
A with all its outgoing edges and redirecting all its incoming BoA
edges to nod® asmergingA into B. equals to
Lemma 1:Consider two attribute node& and B corre- Z Prob({X:},{Y;},---). (1)
sponding to the same attribute and connected by an @dge BeTrue

B).' I elther there IS O other qutgomg edge from nader A Similarly, margining outB from the joint probability density

is instantiated (verified), mergin§into B does not change thefunction of all nodes after the merge can also be represented
probability of any other node when reasoning about intnmsi%s
evidence.

Proof: The proof is divided into two steps. The first step
is to prove that merging the two nodes will not affect other
nodes in the downward reasoning in the Bayesian netwokhere Prob’({X;},{Y;},--) is the joint probability density
The second step is to prove that such a merge will not affdgction of the rest of the nodes in the merged network.

the posterior probability values of other nodes in the upwaBecauseA andB are solely dependent onX; } and{Y;}, and

Z PTOb/({Xi}v{}/j}a"')v (2)

B=True

reasoning (belief updating) in the Bayesian network. B's conditional probability table ovef{X;},{Y;}) does not

As shown in Figure 3' we assume nods parent nodes Change after the merge, formula 1 equa|S to formula 2. Thus,
areXi, Xo, ..., Xm, NnodeB's parent nodes arg, Y»,...,Y, the posterior probability of any other node in the network
andA, and(A,B) is the only outgoing edge from. remains the same as before mergihnto B. u

With Lemma 1, we can recursively merge attribute nodes
that satisfy the condition specified in Lemma 1 to reduce
the complexity of the network structure without affectirgpt
reasoning result.

C. Alert Aggregation and Abstraction

The reasoning framework can greatly reduce the number

of false alerts, and provides a method to combine multiple
Fig. 3. Merging two attribute nodes observations in intrusion analysis. However, in reali§Sk

often generate a large number of alerts for the same attack

Since A and B are both attribute node# is True if any during a short period of time. Such alerts may be due to
of X1, X, ..., Xy, is True, andB is True if any ofA, Y1, repeated attack attempts, or false alerts triggered byasiamd

Ys, ..., ¥y, is True. ThusB is True if any of A, X;, X5, repeated normal operations. For example, Snort [27] géstbra
oo Xy Y1, Y, .., Vi is True. After mergin@A into B, B's - 24 “SNMP public access udp " alerts in our experiment
parent nodes ar&(;, Xo, ..., Xm, Y1, Y2,..., Yo, andBis  without raising any other alert during a period of 10 minutes

True if any of these nodes is True, which is exactly the sam@ 3 result, these alerts share the same parent nodes and

logic equation as before the merging. Thus, in the downwagglild nodes in the Bayesian network. This introduces two

reasoning process, the probability value of any node otfeeT t proplems. First, a child node of the 248KMP public

A'in the network remains the same as before mergingto  access UDP” alerts has a conditional probability table with

B. 224 entries. Having so many entries makes it difficult to take
When computing the posterior probability value of a nodgdvantage of existing Bayesian network tools, though it is

Min the network after there is additional verified evideGe possible to reduce the storage overhead by computing the

the posterior probability can be computed as conditional probability table on the fly. Second, when we use
P(M,E) verified evidence discovered later to reason about these 24
P(M|E) = TPE) alerts, the effect of the additional evidence will sprea@rov

these 24 alerts, since we do not know which of the 24 alerts
In this equationP(E) and P(M, E) are derived from margin- indeed contributes to the modification of system attributes
ing out all the other variables in the joint probability diys later attacks.



In practice, when there are multiple consecutive alerts of We observe that when successful attacks are missed by
the same type of attack, we usually do not care which oneli3Ss, it is still possible for the system monitoring tools to
the actual successful attack, but whether at least one af theatch the impact of the attacks on the system states. In other
is successful and changes the system state. Thus, a natuads, we may observe “unexpected” attribute alterations
approach to addressing the above problem is to aggregeaesed by the missed attacks. Such cases essentially cause
such alerts together into one single node, which represantsinconsistencyn the alert-attribute networks, where an attribute
least one of the component alerts corresponds to a suctesafigration is reported by system monitoring tools but threee
attack”. Specifically, we aggregate the alert nodes thae havo alert nodes in the network leading to the alteration.
the same attack type, parent nodes, and children nodes int¥Ve propose to hypothesize about missed attacks based on
one aggregated alert node. the above inconsistencies in alert-attribute networksorr

The conditional probability table of an aggregated alesistencies are almost always caused by missed attacks: An
node can still be computed similarly. However, we need toinexpected” attribute alteration causing the inconsisies
use aggregated true alert rafedR,, which represents the can either be directly caused by some successful attaclediss
probability that at least one of its component alerts cpwasls by IDSs, or by a detected attack that does not appear in the
to an actual attack. Given component alerts for attack typenetwork because its precondition is not satisfied in the adtw
T that are merged into one aggregated alert, the aggregatdithout the missed successful attacks. The only excepson i
true alert ratél’ AR, (T') can be computed as that it could be caused by false alerts if the monotonicity

" property of attacks does not hold for some particular types
TARL(T) =1-(1-TART))". of attacks, that is, a successful attack disables otheckatta

IDSs usually raise different alerts for similar attacksyari- preconditions. According to [28], this kind of attacks aery
ations of the same attack. For example, Snort has more thiare. We can always recognize such attacks and pay additiona
100 WEB-IIS related alerts, and many of them are exploitirgftention in the investigation when they are involved.
the same unicode vulnerability and have the same impact. In
many cases we do not care about the subtle difference between
these alert variations, but only want to know if any of them Q
is a successful attack. Thus, we may consider these alerts as Install °
the same type of alerts in a coarser granularity. To do so, weBackOrifice
abstract alert variations into one common alert and ap@st al R 4
aggregation. Specifically, we replace the attack type oheac el BACKDOOR
IDS alert with an abstract attack type, and follow the same BRI _ BackOrifice installed
procedure as for alert aggregation. Note that this abstract o
requires human knowledge about the alerts and attack types.

Since different variations of the alerts being aggregated
may have different true alert rates, we need to adjust the
computation of the aggregated true alert rate slightly. ffhe
alert rate is computed as below:

Root access

BACKDOOR
BackOrifice access

n Fig. 4. An example of hypothesized attack
TARa(T) =1- H(l - TAR(Typeal))a
i=1 Figure 4 shows an example to hypothesize about possibly

whereay, as, ..., a,, are the alerts to be aggregat@tpe,, is Missed attacks to resolve such inconsistency. As we can see
the attack type of alext;, andT is the aggregated attack typein the figure, when the system monitoring tool reports the fac

o ) that the backdoor “BackOrifice” was found in the local system
D. Hypothesizing about Missed Attacks the system adds node “BACKDOOR BackOrifice installed”

With alert aggregation and abstraction, our model cao the graph immediately, which activates the preconditibn

handle a larger number of alerts generated by IDSs. Howeubie later alert “BACKDOOR BackOrifice access”. However,
the model still cannot deal with missed attacks. When thettgere is no previous node possibly causing the “BackOrifice
is a missed attack, the effect of the attack on the system wiiistalled” attribute set to True. To fill in this gap, we look
not be reflected in the alert-attribute network, and somer laup the graph structure for established attributes and kattac
alerts corresponding to successful attacks may be comsidathe knowledge base for possible attacks that can cause this
False. Thus, the alert-attribute network generated by theein attribute alteration, and the log of previously droppeditalor
may not reflect the reality when there are missed attacks.gossible related attacks. According to the above inforomati
other words, the current model only works when there are m@ make a hypothesis of a possibly missed attack “Install
missed attacks. (Note that this is a common problem shamdckOrifice” linking the attribute nodes “Root access” and
by almost all alert correlation methods.) Because none @f ttBackOrifice installed”. The hypothesized node and edges ar
current IDSs can guarantee to detect all attacks, it is sacgs presented with dotted lines in the figure.
to improve the reason framework to deal with missed attacks.A hypothesis of a possibly missed attack infers that



« the attack has happened, E. Scaling Up

« the attack has been missed by IDSs, and

« the attack is successful.

Thus, as the three properties are independent from e
other, the probability of a hypothesized attack being aeszirr
hypothesis of a successful attackRs,pothesis = Phappened *
Prissed - Psuccess fut, Where Phappeneq 1S the probability for
the attack to have happeneR,,;sscq iS the probability for

The reader may have observed that as more IDS alerts are
reﬁorted, the Bayesian network will grow larger and larger.

ough by periodically scanning the system and gathering
evidence about attacks, we may verify earlier alerts to theeei
successful or not, there will still be a number of unveriféabl
alerts. This has a severe impact on intrusion analysis.ekhde
both exact and approximate inferences in a Bayesian network

the IDS to miss the attack, .ar.ﬁ“m“f“l Is the probab|l|ty upon partially observed evidence have been proved to be NP-
for the attack to succeed if it happens. From our previo : . . )
ard [8], [12]. It is very expensive, and even infeasible, to

discussion, the success of an attack is determined by Whetm%\ke inferences upon new evidence if the Bayesian network
its precondition is satisfied by the system attributes. Tlaus. P y

hypothesis will have a probability aP,appencd - Pmissed if IS \c/)ery Iarggbzi\nd (:lo;pplgx.t build B . works wh
its precondition is satisfied by the system attributes. Then NE possible solution IS 1o rebulld Bayesian networks when

the conditional probability table of a hypothesis node ov&lge prgwoustonei gr|<_)|w too Iartghe. T:f“s tcaP tavmd _|(;1tractable
the attributes in the attack’s precondition is similar to ayesian networks. However, the efiect ol the evidence ac-

normal alert node’s probability table except that the nor(f_umulated in the previous Bayesian networks will be lost,

zero value of the node in the conditional probability talde iespemally the .system attributes that. have been reaso ved ab
Pha - Poiooey instead ofTAR using other evidence but not yet verified. As a result, infarm
ppene

Pruisseq iS the prior knowledge (or the belief) of humartion collected in an earlier Bayesian network cannot beyfull

experts about known attack types, which can be determin%%f”ed over to the new one. i i
based on historical data and experience. HOWeRkppen To make a trade-off between the accumulated information

solely depends on the attacker's knowledge and persof@f the network size, we propose to use a sliding window
preference, which is unpredictable. There is no way that i Process and reduce the Bayesian networks. Specifically,
can have a fixed value of this probability. To be conservatiyi® Use a time window to decide what evidence to keep in

in identifying missed attacks, we assume all the hypotleesizt® Bayesian network as well as what to remove. When new
attacks have happened in the Bayesian reasoning. Thus, 8ifsts or scanning results_ are reported, we slide the window
use the valueP,,iss.q instead in the conditional probability SO that the front of the _W|ndow advances to the most _recent
table. Accordingly, we refer to the probability of a hypothe€vidence. Some old evidence may move out of the window,
sized attack computed from the Bayesian network with thfd!d Pe removed from the Bayesian network. IDS alerts can
conditional probability table (and other verified evidentee P& Simply removed from the network. However, for system

confidencein the hypothesized attack. Although this confidttributes, the last version before the end of the window wil

dence value has a different meaning from that in those nornf@ used as the initial system state in the updated Bayesian

alert nodes, it still shows which hypothesis is more exgseta N€Work. _ o _
given the available evidence. Note that the effect of the removed evidence is still kept in

We add the the hypothesized attacks with the correspondifi§ Bayesian network. When a Bayesian network is first con-
conditional probability tables into the alert-attributetwork. Structed, all the probabilities of the nodes are computehfr
From the earlier discussion, we can see that such a hypsth&¢ prior probabilities. As old nodes are removed, prewious
is made and placed into the alert-attribute network onlyéf t internal nodes become the root nodes of the updated Bayesian
attack is possible given the system state at the time. Hawevetwork. These new root nodes use the previously updated
there may be later evidence showing that some attributeein fprobabilities as their prior probabilities for later inéerces.
pre-/post-condition of the hypothesized attack is notdvaind AS @ result, the effect of earlier evidence is retained by the
such evidence will affect the confidence in the hypothesiz&é@dated Bayesian network.
attacks via belief update process in Bayesian inferences,Th One may point out that sliding windows give attackers an
with the Bayesian network inference, we can always keep tApportunity to defeat our technique. That is, an attackey ma
hypotheses consistent with our observations in the system. slow down his/her attacks so that the related attacks are not
example, we may find negative evidence against a hypothesiéectively considered since they do not appear in the same
and the Bayesian inference process may update the prdapabfayesian network. However, even if an attacker slows down
of the hypothesized attack t implying that the hypothesis the attacks, the effect of each successful attack steplis sti
cannot be a successful attack. captured by its postcondition in a Bayesian network, if the

Validation is necessary for all hypotheses. From the abo@#ack is detected. Thus, we can still reason about an ohaiVi
discussion about Bayesian inference about the hypothesesalert if its postcondition is verified. Moreover, if an atkac
can see that the validation process is embedded in the Bayesias to slow down his/her actions to avoid being detected, our
inference process. There are other ways to further validdgghnique has already deterred attacks.
the hypothesized attacks, such as those pointed out by [24]The size of the sliding window is critical to the effectivese
However, these are out of the scope of this paper. of the Bayesian networks. If the window size is too small



(e.g., shorter than the time interval between two conseeutiaccess. The victim machine is a Windows box running a vul-
system scans), some IDS alerts may be discarded beforeneeable Serv-U 5.0 ftp server with default public anonymous
can use related evidence to reason about them. Certaimlgcess. At the same time, the victim also runs Norton anti-
such a Bayesian network cannot be too large due to thieus with file system real-time protection. When the system
difficulty in computing with large Bayesian networks. Thusattempts to access a file containing known virus or backdoor,
we should balance the computational cost and the risk afdpsithe file system real-time protection will quarantine the.file
information, and decide the window size. We will study this The attack scenario includes five steps:
problem in our future work. 1) remote buffer overflow attack against the Serv-U,
2) attempt to install BackOrifice on the victim, which was
guarantined by Norton anti-virus,
We have performed a series of experiments to evaluate the) kill the Norton anti-virus process with system process
effectiveness of the proposed techniques. In our expetsnen tools through the remote administrative shell,
we connected three PCs through a hub in an isolated networka) install the BackOrifice again (successful), and

I1l. EXPERIMENTAL RESULTS

For convenience, we refer to themaisacker victim, andIDS. 5) changing the web page through BackOrifice.
We launched attacks from the attacker against the victimlewh  The injtial system attributes include
monitoring the attacks on the IDS. Serv-U 5.0 on port 21

We use Snort version 1.9.1 [27] as the IDS sensor. We also:
use Nessus [3] and XScan [33] as the vulnerability scanning,
tools. We evaluate our techniques with five attack scenarios
which we refer to as Scenario 0 to Scenario 4. The goals,

, o http on port 80.
of these attack scenarios vary from modlfylng_the_web pagesDuring the attack process, Snort reported the following 2
on the target to converting the target machine into a part

of attacker's own distributed network. Some attack scmarialertS:
e« OneFTP command overflow attempt alert

target MS Windows systems, while the others target Linux OneBACKDOOR Backorifi |
systems. Accordingly, the victim runs either Windows or ° ne ackOrifice access  alert

Linux, depending on the attack scenarios. We run Tripwire Norton also logged that BackOrifice was found in the file
[6] (for MS Windows) and Samhain [5] (for Linux) on system and quarantined successfully during the attaclogberi

the victim as the file system integrity monitoring tools. Wén the end, Tripwire logged and reported the modification to
also run Trojan horse scanning tools Tauscan [30] (for vige web page file and the system logged that Norton anti-virus
Windows) and chkrootkit 0.43 [1] (for Linux) on the victim asWas shut down. . . .
additional system scanning tools. We developed a program t¢?) Reasoning about Intrusion Evideno®ur alert-attribute
automatically generate alert-attribute networks from thg Network generation tool generated the network shown in

alerts and the reports of these scanning tools, and then frigure S based on the above information and the prior proba-
JavaBayes [2] to make inference using these networks. bilities and attack type information, which are includedlie

To simulate the real-world system administration, we cofPPendix,.
figure the file system integrity monitoring tools (Tripwirada conU50
Samhain) to monitor important files and directories onky,,i. e ke HoeGonmmng
system configurations files, service configuration files, thed ooy e o
main webpage files.

To mimic an operational network, we also inject background s syw pusie
traffic into the network during our experiments. We randomly ~ “***
select one of the training datasets (the training dataset on
Monday in the third week) in the 1999 DARPA intrusion
detection evaluation datasets [21] as the backgrounddraffi
in the experiments, as it is attack free. This backgrouriftidra
triggers 325 alerts in Snort, which are all false alerts. tA# \nmsaack:cem&
other alerts reported by Snort are real alerts. quarantined

In the rest of this section, we first present the analysis of ﬁmnmﬁmmme BACKDOOR
Scenario 0 in detail, and then summarize the results of all fiv profecioninning O ity
attack scenarios. Additional details of the other four ckita ) )
scenarios are included in the Appendix. Webpage fle moded

anonymous ftp access,
Norton Anti-virus with file system real-time protection,
and

21by Hittp on port 80
Administrator

FTP command overflow
attempt

gain public host Cmd.exe root shell access

information

A. Analysis of Scenario 0

1) Details of Scenario 0:In this attack scenario, the
attacker exploits the remote buffer overflow vulnerabiiity =~ To distinguish between different types of nodes in a
some old versions of Serv-U ftp server to get administrati#ayesian network, we use white nodes to denote IDS alerts,

Fig. 5. Initial alert-attribute network



gray nodes to denote unverified system attributes, and blatkacks and corresponding causal relationships. Conditio
nodes to denote verified system attributes. The relativiiceér probability table of each node can be generated automigtical
position of nodes in the graph represents the relative tirdero given the network structure and prior probability valuesei

among nodes. JavaBayes generates updated confidence values of each node
Note that Figure 5 includes 156NMP public access in this Bayesian network. The confidence values of the relate

udp” alerts, which results ir2'?® entries in the conditional alerts before and after reasoning are shown in Table |. We can

probability table ofgain public information . Com- see significant increases in the confidence values of sdatess

puting with such a conditional probability table is out ofJa attacks; however, all the false alerts have either decdease
aBayes’ handling capacity. However, after alert aggregati unchanged confidence.
the 156 nodes are aggregated into a single node and thus can
be handled easily by JavaBayes.

Now let us look at possible missed attacks. There are

TABLE |
CONFIDENCE VALUES BEFORE AND AFTER THE REASONING

several obvious inconsistencies in Figure 5. There are Mdert name before after rea- | relatve
detected alerts causing the verified attributddorton reasoning | soning increase

i\ ; noownJi s FTP command overflow attempts 0.3 1 233.33%
Anti-virus not r”m.“”g N » " Virus “BaCkO”flce. BACKDOOR BackOrifice access 0.3 0.6 100%
foun_d_ & quarantined ) and Webpage file Shut down Norton Anti-virus via| N/A 1 N/A
modified ”. Based on our knowledge about attackShtit cmd.exe shell (Hypothesized)
down Norton Anti-virus via cmd.exe shell " Install BackOrifice Instance 3 N/A 0 N/A

. ip " . (Hypothesized)

and ‘Install BackOrifice are the only possible —ram Backorice nstance 3 N/A T A

hypotheses that can fill in the first two gaps. For the attebut (Hypothesized)
. . .. | shell (Hypothesize
remote contr(_)I via .elth.er gmd.exe shgll or BackOrificeyear o sNvp SuBlic ac| 0.075 0075 5%
access. The first option implies hypothesized remote cbntfQess udp
via cmd.exe, while the second one implies hypothesizedggregated SNMP public access0.5 05 0%

installation of BackOrifice after Norton was shut down. Taeg_4dP

. . . |. other 169 alerts 0.25 0 —100%
hypotheses lead to a new alert-attribute network in Figure 6 -
g o port ronymaustp Noron gntius restime We also find some interesting observations in Table I. The
— Admmoator socess P o confidence values in three of the hypothesized nodes turned
access . into 1, and two of them are the two options to resolve the same

inconsistency. As we have discussed in Section II-B.2,amle

a hypothesis is the only option to solve the inconsistency,
: a confidence value of for a hypothesized attack does not

gt : mean that the attack must have happened. Instead, it implies

: thatif that attack has happened, it must be successful. Thus,

although the confidence values for the two hypothesizedsiode

are both1, it does not mean that both attacks must have

SNMP public udp

gain public host Cmd.exe root shell access

information

4 B " happened. However, comparing the probability of the path
Antirs v smel e hell " Instll BackOrfs nstarce 177 from the initial verified attributes to the later verifiedriitite
—— ‘ ‘ (by multiplying the pr_obabilities of all the interm_ediatedes
protection running : _ _ along the path), we find that the one throudWddify web
B A s - page via cmd.exe ” has a greater probability than the
"7 it Backorioe nsance 2 other one. Although it is not what exactly happened in our

experiment, it shows that both methods can achieve the goal
. o of modifying web page without being detected, and modifying
Modiry webfege vis amd.exe eerortee el through established remote cmd.exe shell is simpler aridreas
: BACKDOOR compared to the other option, which requires several extra
pecKOrios secsse attack steps. Also, the probability of a hypothesized naded
0 means either it is not missed by the IDS, or it is a failed
attack attempt.
3) Using Confidence for Intrusion DetectiorVith the

Webpage fle modified reasoning framework for intrusion evidence, we are able to
associate a quantitative measure (i.e., confidence) with ea
Fig. 6. Updated alert-attribute network IDS alert. It is natural to think about using the alert confice

values to improve the performance of intrusion detection.
In Figure 6, the dotted nodes and edges denote hypothesiredddition, we want to see how additional complementary



777777 raw alerts

— - —verification without aggregation

Detection Rate (%)

20 4

104

04
-

120 4

100 4

False alert rate (%)

20 -

evidence (e.g., verified system attributes) helps in this@ss.

© < ©

© o4 © d © o o
o =4 d d ™o T F b

—— — verification with aggregation

© o © 4 © o4 © d © o
v B o kKO ® 35 g

Threshold (0.01)

Fig. 7. Detection rate

vs threshold (Scenario 0)

80 -

60 -

40 -

— — — verification with aggregation

raw alerts
verification without aggregation

Threshold (0.01)

Fig. 8. False alert rate vs threshold (Scenario 0)

based on complementary evidence. Please note that because
the largest confidence value of alerts before reasonifigdis

the curve of raw alerts only continues @3 on thez axis in
Figure 8. No alerts can be detected with a threshold larger th
0.3 before the reasoning. After the reasoning, the detection
range is also greatly increased, which provides more flktyibi

for making security policies. If we further consider thetftmat

after the reasoning, we know for sure that three of the four
hypothesized attacks must have happened, the framework’s
ability to improve detection performance is actually more
than what is shown in the figure. The reason the result with
aggregation has a higher false alert rate when the probabili
threshold is over0.3 is because that the 156 fals&SNMP
public access UDP " alerts are aggregated into one single
alert and its probability is greatly increased. Also, theeddon

rate shown in the figure does not consider the hypothesized
attacks, where 2 out of the 4 hypothesized attacks are actual
successful attacks missed by the IDS, and 1 of the other 2
hypothesized attacks is an actual failed attack attempt.

B. Summary of Experimental Results

In the following, we summarize the results obtained from
all the five attack scenarios. We first discuss the impact@f th
proposed techniques on alerts, and then describe the gesult
about hypothesized attacks.

We use a simple metric named confidence ratio to examine
the usefulness of the proposed techniques in reasoning abou
IDS alerts. Specifically, aonfidence ratias the ratio between
the average confidence of alerts corresponding to suctessfu
attacks and the average confidence of the other alerts (i.e.,
false alerts and alerts corresponding to failed attackrgits).

30

In our experiments, we used a confidence threshold to =
determine whether an IDS alert is a successful attack or not. W After reasoning | 541

Specifically, if the confidence in an alert is greater than or

equal to the threshold, we accept the alert. Otherwise, we , |

simply drop it. We change the threshold value between OE
and 1, and collect the detection rates and false alert ratesg
To compare the results in different situations, we repeateds

the above process in two cases: (1) without alert aggragatio S 0]

and abstraction, (2) with alert aggregation and abstractio
The performance graphs for the five attack scenarios are very
similar.

In our evaluation, we abuse the notions of detection rate and
false alert rate to represent tldetection rate of successful
attacks and false alert and failed attack raterespectively.
Figure 7 and 8 show the detection rate curves and false alert
rate curves w.r.t. different thresholds in all cases for one

04

15 4

22.222

19.833

14

Scenario 0 Scenario 1 Scenario 2 Scenario 3 Scenario 4

Fig. 9. Confidence ratio before and after the reasoning

of our scenarios. Since the meaning of the confidence in aFigure 9 shows the confidence ratios in all five attack
hypothesized attack is different from that in an IDS aler, wscenarios before and after using the proposed techniques.

do not consider hypothesized attacks in this evaluation.

(We have discussed Scenario 0 in the previous subsection;

From the two figures, we can see that the Bayesian raietails of the other scenarios can be found in the appendix.)
soning with verified evidence can significantly increase thEhese results indicate that with the proposed technighes, t
detection rates and decrease the false alert rates in a laagerage confidence in alerts of successful attacks arelygreat
threshold space by adjusting the confidence values of thts aléncreased compared with the average confidence in the other



alerts (false alerts and alerts for failed attack attemgts) in [19], [20] use conceptual clustering and generalization

fact, the average confidence in the other alerts either remhierarchy to aggregate alerts into clusters. It is propaeed

the same or decrease. [26] to use time series analysis to discover potential ddaysa
We totally made ten hypotheses during the reasoning lietween alerts without specifically modeling attacks. £der-

the analysis of the five attack scenarios. Table Il showslation may also be performed by matching attack scenarios

the accuracy of these hypotheses in these attack scenaispgcified by attack languages. Examples of such languages

respectively. include STATL [16], LAMBDA [11], and JIGSAW [31]. These
methods use mechanisms different from ours to correlate
TABLE Il alerts, and are potentially complementary to our approach.
ACCURACY OF HYPOTHESES IN THE EXPERIMENTS It may be possible to improve some of these approaches to
Scenario| Accuracy support complementary intrusion evidence. However, we do

0 75% not consider it in this paper.

1 100% Our approach is also related to the recent results on vulnera

g 15000?% bility analysis (e.g., [7], [18], [28]). In particular, thmethods
Z 507 in [7], [28] also model system state as system attributes,

and attacks atomic transformation that establish posttond

given the attacks’ preconditions. However, our approach is
In the experiments, six out of the ten hypothesized attackfmed at reasoning about intrusion evidence rather thamind

are actual successful attacks missed by Snort, and one @yt possible sequences of attacks.

of the other 4 hypotheses is an actual failed attack attempt.

Among the seven real attacks, we have definite confidence V. CONCLUSION AND FUTURE WORK

that four of them must have happened from the alert-at&ibut |n this paper, we developed a method to integrate and reason
network. The result shows that with sufficient local systemhout complementary intrusion evidence, including IDSts)e
evidence, our model is efficient and effective in discov@rinreports of system monitoring or vulnerability scanningl$po
some missed attacks. and even human observations. By using the interdependency
between attacks and system states, we combine IDS alerts
and attributes representing modifications of system states

The techniques closest to ours are M2D2 [22] and thlgayesian networks, which are then used to infer about un-
mission-impact-based correlation method [25], which hawertain IDS alerts based on additional observations okgyst
been briefly discussed in the introduction. All these meshodstates. We further proposed to refine these Bayesian neswork
including the techniques proposed in this paper, attempt ttough alert aggregation and abstraction, so that we carsfo
correlate intrusion evidence from multiple sources. Hoevev on the reasoning about existences of successful attacks and
M2D2 is intended to provide a formal model to represemise complementary intrusion evidence more effectively. We
intrusion related information, while the mission-imp#etsed also proposed to use sliding windows to provide a trade-off
method requires substantial human involvement in the fipecbetween the intractability of reasoning with large Bayesia
cation of correlation models. In contrast, our method céan-aunetworks and the ability to integrate and reason about IDS
matically construct Bayesian networks of IDS alerts an@pthalerts and other evidence. Our initial experimental reshdive
complementary intrusion evidence based on the knowledgedaimonstrated the potential of the proposed techniques.
individual attacks, and harness the rich results develdped A limitation of our approach is that it reasons about
reasoning about uncertain events. successful attacks, but cannot handle attack attemptsein th

Another approach was proposed in [24] to make hypothesgsne way. In other words, with additional evidence such as
about missed attacks based on the pre/post-conditionsaoferified attribute, our approach will increase the configen
known attacks. Our approach differs in that the hypothesiesalerts corresponding to successful attacks, but deerts
made in our model is based on not only the pre/post-conditiotonfidence in those representing failed attack attemptis Th
of known attacks but also the available system states. feature certainly restricts the applicability of our apgeb. An-

The techniques proposed in [10], [23], [31] are also basether limitation is that our model cannot reason about k#tac
on modeling individual attacks, similar to ours. Howevkede which has no effect on the local system, i.e., probes andsscan
approaches only focus on IDS alerts, but do not take advantdgdeed, most attackers need to gather certain informati@n v
of other information sources. Our approach can potentialietwork to launch attacks. For example, a probe to some
get more concrete analysis results due to the additionspecific ports may be necessary for attackers to gain related
complementary information considered in our model. information to launch some corresponding exploits. Howeve

There are other alert correlation techniques. The teclesiquhe effect of such information gathering activities is or th
in [9], [13], [29], [32] correlate alerts on the basis of the@emote attackers’ side, which cannot be predicted and b& use
similarities between the alert attributes. The Tivoli aggoh as preconditions of attacks. Information can be gathered in
correlates alerts based on the observation that some alentdtiple ways other than network scans, e.g., chatting with
usually occur in sequence [15]. The alert clustering tephes a careless administrator or wire-tapping the telephoneisTh

IV. RELATED WORK
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such attacks will not appear in the alert-attribute Bayesigo]
network so that the reasoning will not affect and be affected
by such alerts. Information of such alerts is usually uséful |,
human administrators in analyzing the attacker’s intergtiand
strategies in reality. For example, people may have a higrfzezr]
belief on alerts of follow-up attacks after monitored prsioa
some special ports. However, modeling this observatiamgsri
risk of being distracted by forged traffic from attackers.

This paper is only the starting point of our effort to[23]
integrate and reason about complementary intrusion egalen
In our future work, we will investigate additional techne&gi
to improve the performance. In particular, we will study thg4]
use of dynamical Bayesian networks in processing streams of
IDS alerts and other intrusion evidence, investigate aggres

. . ) 5

to handling attacks missed by IDSs, and perform expenmeﬁsl
with large sets of intrusion evidence.
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overflow Linux

Note that no alerts were raised for the remote root shell
access. The file system monitoring tool (Samhain) generated
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FTP EXPLOIT wu-ftpd 2.6.0
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Fig. 12. Detection rate VS. threshold (Scenario 1)
Fig. 10. Initial alert-attribute network

e . i network.
alert for the web page modification since we configured theAccording to the prior probability values and attack type
threshold on the times of modifications on those files td be i,y rmation included in appendix B, our program generaled t
Initial vulnerability scan showed that the system was rurE§ayesian network from the evidence log automatically ard th

ning a vulnerable wu-ftpd 2.6.0 on port 21 with anonymo%asoning result using JavaBayes is shown in table Ill.eTabl
access open. The result alert-attribute network beforeimgak|;; 4150 shows the relative increase of the confidence values
hypotheses is as shown in Figure 10. of the alerts

Based on the observation of the inconsistency in the alert-

attribute network shown in Figure 10, together with thecta TABLE IlI
type knowledge, the only possible hypothesis to fill in the CONFIDENCE VALUES BEFORE AND AFTER THE REASONING
inconsistency is that some remote control via the root shell[ alert name before rea-| after relative in-
caused the web page modification. Figure 11 shows the : soning reasoning | créase
dated alert-attribut t K with a h thesized At 156 SNMP public ac-| 0.075 0.075 0
updated alert-attrioute network with a nypotnesize ac cess udp (156)
Aggregated  SNMP| 0.5 0.5 0
Wu-ftpd 2.6.0 Anonymous ftp public access udp
) running under access FTP SITE EXEC| 0.3 1.0 333.33%
SNMP public root f t stri tt t
access ormat string attemp
linux
Remote control via] N/A 1.0 N/A
root shell (hypothe-
156 SNMP public sized)
access udp Other alerts 0.25 0 —100%

FTP EXPLOIT wu-ftpd 2.6.0
site exec format string

overflow Linux The confidence in the only hypothesized attack “Remote

control via root shell” turned td after the inference, which
indicates that it would be successful and missed by the snort
if it happened.
) When using confidence threshold to decide whether an alert
Modify webpage via oot ™ . denotes a successful attack, the experiment yields thetitete

shell rate and false alert rate curves as shown in Figure 12 and
’ Figure 13.

Gain public host
information

Root shell access

‘ Webpage file modified B. Scenario 2

Scenario 2 exploits the unicode vulnerability of MS IS 5.0.
Fig. 11. Alert-attribute network after hypotheses The victim machine was a Windows box configured to be run-
ning a vulnerable IIS 5.0. The initial system vulnerabibtyan
We use dotted nodes and edges to denote hypothesigbdwed that there existdtb 5.0 unicode vulnerability
nodes and relationships in this new figure of alert-attebubn the victim. The attacks scenario includes two steps:

13
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|
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File modified in C:/IlSAMAM/ .

Threshold (0.01)

Fig. 13. False alert rate VS. threshold (Scenario 1) Fig. 14.  Initial alert-attribute network

1) Exploiting the unicode vulnerability to download and® the system state and knowledge base (attack type info) we
install a Trojan horse name@lacier  to the victim have, there are two options to achieve it on the victim: ltidou
2) Monitoring/controlling the victim file system remotely€ither be caused by some missed WEB-IIS unicode exploit,

through the Trojan horse. The activities include repIa@-r by the remote control via the Glacier Trojan horse. Due to
ing the web page the first option, a hypothesized IS unicode exploit alerdeo

When the above attacks were launched without backgroul;sl added to the network fo link the initiallS unicode

traffic, Snort generated the following 6 alerts: lﬂnerabmty node and .the web page }‘|Ie modified
) ) node. Due to the second option, a hypothesized alert node
« 2 WEB-IIS unicode directory traversal attempt alerts, antgemote control via Glacier Trojan horse

n IS
« 4 WEB-IIS cmd.exe access alerts. added to link the Trojan horse Glacier found " and
Both the WEB-IIS unicode directory traversal and the WEBhe “File modified in c:/lIS/IWWW/ " node. With all

IIS cmd.exe access alerts indicate web attacks exploitig khese hypotheses and necessary alert aggregationsétibssa
5.0’s unicode vulnerability, thorough which the attackenc the complete network is shown in Figure 15.

execute commands remotely thorough local host's cmd.exe
program and cause various system modifications. They can R Vanerasity
actually be taken as Snort’s reports on the same type of

attacks. Thus, in the later analysis we aggregate themheget

into a single node. The postconditions of such attacks are, que o

1IS unicode exploit

highly dependent on the detailed content of the message serft™"* ™" .ﬁ”tmd:“.mgn
by the attacker. As snort does not detect and distinguish ;
those details, we define for this type of attacks a gen- Trjan horse Glacker 8 .
eral postcondition Various system modifications S tmaton E L
done through cmd.exe ", which could imply any system Remgl o v Toan Y.
modifications possibly done through cmd.exe.
Snort failed to detect the attempts of installing the Glacie File modifed n Gl S 6
backdoor and the remote control accesses through the Glacie
backdoor. However, on the local system side, Tauscan did Fig. 15. Updated alert-attribute network

report in real time that Trojan horse Glacier was found in

the system immediately after the IDS reported WEB-IIS alert The probabilistic confidence values of alerts before aret aft

Then Tripwire logged the modifications to the files in the $IS’'the analysis are shown in table IV.

web page directories a few minutes later after that. In the reasoning, we assumed the remote control via Trojan
Again, before aggregation and making any hypotheses abbotse Glacier to have a much larger probability to be missed b

missed attacks, we have an alert-attribute network witbnnc snort, compared with the IIS unicode exploit. This resultsii

sistencies as shown in Figure 14. higher confidence that the remote control via Glacier altual
For the Tauscan’s report of Trojan horse Glacier found, thisicceeded and was missed by snort, compared with the other

attribute may only be implied by theVarious system hypothesis.

modification done " caused by the IIS unicode exploits, When using probability threshold to decide whether an alert

thus we can have a hypothesized implication relationshignotes a successful attack, the experiment yields thetaete

between them, which is denoted by a dotted empty arrow iate and false alert rate curves as shown in Figure 16 and

the figure. For the modifications in web page files, accordirkigure 17.
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TABLE IV

was unfortunately one of them. The attack exploits the remot
CONFIDENCE VALUES BEFORE AND AFTER THE REASONING

buffer overflow vulnerability of several older versions @r$-

alert name before rea-| after relative in- U ftp server to get administrative access, and installs IRECD
R — 302”5')”9 Begggng i[ﬁaggy bot on the victim server to make it part of the attacker’s publ
Inaiviaua - . . . 0 . - .
directory traversal at- dlstrlbunon_ network. o _ _
tempts We configured the victim machine to be a Windows box
4 ifédiVidual WEB-IIS | 0.25 0.50394 101.58% running a vulnerable Serv-U 5.0 ftp server with default pabl
cma.exe access . e
Aggregaied WEBIS| 0822 1 ST6% anonymous access. A_t the ‘same time, the victim was also
unicode exploit running snort to log intrusion activities, and Tripwire to
Remote control via] N/A 0.8 N/A monitor the local file system.
Trojan horse Glacier The attack scenario includes four steps:
(hypothesized)
IS unicode exploit| N/A 0.4 N/A 1) Two remote buffer overflow attack attempts toward the
(hypothesized) Serv-U 5.0 server, one of which failed while the other
156 individual SNMP | 0.075 0.075 0 ded
public access udp succeede . . .
Aggregated  SNMP| 0.5 05 0 2) Downloading and installing the IRC DCC bot on the
public access udp victim through the remote root shell.
Other 169 alerts 025 0 —100% 3) Cleaning the attack trace logged by snort after noticing
the existence of snort in the system process list..
R raw alerts 4) Starting another ftp server on port 28021.
801 | i — - —verification without aggregation The initial system scan reported finding vulnerable Serv-
701 ‘- | verifiation with aggregation U 5.0 ftp server running on port 21 with public anonymous
g o0 | access.
g % g When the attacks were launched without background traffic,
§“°’ ‘ ! snort reported two “FTP command overflow attempt” alerts
8 30 i ! and the system monitoring tools reported the following two
2 i “ observations:
1 | « File modifications found on “c:/snort/log/alerts.ids” and
RS S o g “c:/servu/ServUDaemon.ini” reported by Tripwire.
Threshold (0.01) « IRC DCC bot running on port 6666 and Serv-U 5.0 ftp
server running on port 28021 reported by later system
Fig. 16. Detection rate VS. threshold (Scenario 2) port scan.
o Thus, when combined with the false alerts generated by the
background traffic, we have the alert-attribute networkwsho
04 [ i i .
— - P ‘ as in Figure 18
g 804 ; 17 - — verification without aggregation ! Woftod 2.6.0
g |  verification with aggregation | running under Anonymous fp
£ 60 ‘ root access
; “ SNMP public
£ 404 | \ access
‘ l
20 ! 156 SNMP public
| \ udp alerts
ol !
S e ghJdlABEILLIBLEIBBIRKREIBIIES FTP command overfj FTP command overflow
Threshold (0.01) attempt 1 attempt 2
) ) Cmd.exe root shell access
Fig. 17. False alert rate VS. threshold (Scenario 2) gain publlc host
Note that the reason for the rate after alert aggregation and o _ [ ] o ) [ ) B
. . . N Isnort/log/alerts.ids file Ftp serv-U 5.0 on port IRC DCC bot running  ServUDaemon.ini
abstraction being smaller than before aggregation is that t madified 28021 by Administrator  on port 6666 mocified
true alerts are aggregated into one single alert. Thusgotiaé t
numbers of alerts are different for the two sets of results. Fig. 18. Initial alert-attribute network

C. Scenario 3 After aggregation and making hypotheses, the final alert-

This attack scenario was a popular one on the Interregtribute network is shown in Figure 19.
in the fall 2002, cause we have read a number of victim The confidence values of the related alerts before and after
reports on the Internet and one of the machines in our lalasoning is shown in table V.
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access

------ raw alerts

SNMP public

— - — - verification without aggregation
access

25
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udp aggregated

2 FTP command overflow
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gain public host
information Cmd.exe root shell access
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Remot controls via
cmd.exe root shell

fsnortlog/alerts.ids file FtP sev-U5.00n  |RC DCC bot running on port ServUDaemon.ni modified
modified port 28021 by 6666
Administrator

" ’
- ©

Threshold (0.01)

Fig. 20. Detection rate VS. threshold (Scenario 3)
Fig. 19. Updated alert-attribute network
TABLE V

CONFIDENCE VALUES BEFORE AND AFTER THE REASONING 120 -

alert name before rea-| after relative in- 00 R
soning reasoning | crease “ [ raw alerts

2 individual FTP| 0.3 0.714 40.06% g o4 | : — - —verification without aggregation
command  overflow 2 ' \\ —— — verification with aggregation
attempts £ 60 \ ?
Aggregated FTP com{ 051 1 96.08% = , "
mand overflow attack g 0] l
Remote control via| N/A 1 N/A 1
cmd.exe root shell 20
(hypothesized) \
156 individual SNMP| 0.075 0.075 0 0 T ST
public access udp TP N IRRB85TLIB5IB8BRRIBBES
Aggregated  SNMP| 0.5 0.5 0 Threshold (0.01)
public access udp
other 169 alerts 0.25 0 —100% Fig. 21. False alert rate VS. threshold (Scenario 3)

When using probability threshold to decide whether an alert Thus, when combined with the false alerts generated by the
denotes a successful attack, the experiment yields thetitete background traffic, we have the alert-attribute networkvsho
rate and false alert rate curves as shown in Figure 20 a@@lin Figure 22.

Figure 21. After aggregation and making hypotheses, the final alert-
attribute network is shown in Figure 23.
The confidence values of the related alerts before and after

. . . r%asoning are shown in table VI.
This attack scenario studies the attacks on a target wit : .
From the comparison in table VI, we can see that although

multiple vulnerabilities. The victim machine was configdire . L . .
; . multiple vulnerabilities introduce multiple choices wherak-

to be running both a vulnerable Serv-U ftp service and iAg hypotheses and we can not have definite confidence in the
vulnerable 1S 5.0. Initial system scan showed that vulbkera 9 nyp

. . ; . hypotheses. The comparison result of the hypothesizeckatta
Serv-U 5.0 is running on port 21 with public anonymous L o
. . Shows that when both preconditions are satisfied, the attack
access, and IIS is vulnerable to unicode attacks. . . o . : A
Wi loited the ft | bility to attack the victi with a higher missing rate gains a higher confidence from
€ explorte € Tip vuinerabiity o a ac. € Vicimy,o reasoning, which means that they are more expectable in
machine. The attack scenario includes 2 steps: reality
1) Remote buffer overflow attack to the Serv-U ftp and get \when using probability threshold to decide whether an alert
remote root shell. . denotes a successful attack, the experiment yields thetiete
2) Modifying the web page file on the remote system. rate and false alert rate curves as shown in Figure 24 and
During the attack, snort reported one “FTP command ovdrigure 25.
flow attempt” alert, while Tripwire logged and reported the Table VII specifies the preconditions and postcondition of
modification of web page file. the attacks used in our experiments.

D. Scenario 4
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Fig. 22. Initial alert-attribute network
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Fig. 23. Updated alert-attribute network
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Fig. 24. Detection rate VS. threshold (Scenario 4)

Table VIII shows the prior probabilities about the attacks
we used in our experiments.
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TABLE VI
CONFIDENCE VALUES BEFORE AND AFTER THE REASONING

False alert rate (%)

alert name before rea-| after relative in-
soning reasoning | crease
FTP command over{ 0.3 0.88235 194.12%
flow attempts
Remote control via|] N/A 0.88235 N/A
cmd.exe root shell
(hypothesized)
IIS unicode exploit N/A 0.29412 N/A
156 individual SNMP| 0.075 0.075 0
public access udp
Aggregated  SNMP| 0.5 0.5 0
public access udp
other 169 alerts 0.25 0 —100%
120 -
100 | — ‘ ‘
80 + | “‘ i, - —verification without aggregationi
! ! —— —verification with aggregation i
60 - ‘ T ‘
w] | 3 1
| ‘: \
201 \ : l

I © 4 © 4 © d © d O 4 © d © «d O d © d ©
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Threshold (0.01)

Fig. 25. False alert rate VS. threshold (Scenario 4)




PRECONDITIONS AND POSTCONDITIONS OF THE ATTACKS IN OUR

TABLE VIl

EXPERIMENTS

attack

precondition

postcondition

WEB-IIS cmd.exe

1S unicode

{gain cmd.exe

access vulnerability acces$
WEB-IIS directory | 1IS unicode | {gain cmd.exe
traversal attempt vulnerability acces$
FTP command| (Serv-U 5.0)| {cmd.exe root
overflow attempt A(anonymous | shell access
access)
Modify web page| root access {web page
/ shutdown Norton modified
Antivirus / —Norton
Antivirus
running}
Install BackOrifice | (user access {BackOrifice
A =Norton | installed
Antivirus
running)
Install BackOrifice | (Norton {Virus
Antivirus BackOrifice
running) quarantinegl

FTP SITE EXEC
format string
attempt

(vulnerable wu-
ftpd version <

2.6.2)\ (anony-
mous ftp ac-
cess)

{Root shell ac-
ces$

SNMP public ac-| SNMP public | {gain
cess udp access public host
information}
WEB-CGI redirect| vulnerable {gain account]
access ColdFusion /| information}
ClusterCATS
ATTACK {1
RESPONSE Invalid
URL
TABLE VIl

PRIOR PROBABILITIES OF THE ATTACK TYPES IN OUR EXPERIMENTS

attack true alert rate | missing rate
WEB-IIS cmd.exe| 0.5 0.2
access

WEB-IIS directory | 0.5 0.2
traversal attempt

BACKDOOR 0.6 0.5
BackOrifice access

FTP command| 0.6 0.5
overflow attempt

FTP SITE EXEC| 0.6 0.5
format string

attempt

Remote control via] N/A 1
cmd.exe root shell

Install BackOrifice | N/A 1
Modify web page| N/A 1
via cmd.exe shell

Remote control| N/A 1
via Trojan horse

Glacier

Remote control via] N/A 1
root shell

SNMP public ac-| 0.15 0.5

cess udp
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